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AGREEMENT BETWEEN THE COTINTY OF SÂ}ITÂ CI.ARÂAND BITFOCUS INC

REGARDII\IG TFIE HOMELESS MANAGEMEI\IT INFORMÆTION SYSTEM

This agreemenr ("Agreemcnt') is entercd into, to be as of 1,2016 Date'),
by and berween the County of Santa Clata
"Contractor')-

Ptowide/'or

RËCITALS

SøHERL{S, tire U.S. Departrnent of Housing and U¡bzn Developrnent ('HUD') provides
grant funding to communities nationwide to address homelessness;

\!üTIEREAS each commr¡nity receiwing such ñrnding must estahlish a local information
technology system to collect client-level data and data on the provision ofhousing and services to
homeless individuals and families known as a Homeless Managernent Inform¿tioo System çHMIS);

WHF,RF-{S thc County has been desþated as the local entity responsible for overseeing
the local Hlv[IS system through an HMIS softwa¡e solution that compües with HUf)'s data
collec don, manâgemen q and reporting standards;

Ï?TIEREAS, Service Ptovide¡ has subst¡ntial experience and expertise in the creation of a
hosted third-party "sofr\¡¡ate as a service" HNfIS systern fo¡ local communities (the "Sewices," as

fi¡tther descdbed herein) in accordance q/ith HUD standards; and

WHERE,E S, Service Provider has agteed to ptovide the Services to County, all on the terms
and corrditions ser forth herein.

NOW, THEREFORE, in considetation of the muh-ral coveûânts and representations set
forth in this Ägreement, the parties hereby agree âs follows:

TERMS

1,- The Sewices.

7 1, PurpoÊqTerm. This .A,greernent sets forth the terms and conditions r¡rrder which
Service Ptovider agrees to liccnse certain hosted "softwa¡e as a sen'ice" and provide
all othel selices, data'tnpott/expor! monitoring support, backup and recovery,
change managetnent, technology upgrades, and training necessarv for County's
productive use of such softwate (the "Serviccs'), as fi,rrther set forth on ¿n Exhibit
A. The Agteement and each Exhibit A shall remain in effect unless te¡minated as

provided hetein.

1.2

1.3

'f.:-- ^r a-*;^- 1)-^-;Å^*D--ç, For the term of the applicablc
Ëlthibit À" as the same may be amended, Sen'ice Provider shall provide the Services
during rhe applicable Se¡¡¡ice Windows and in accordancc with thc applicable Serr¡ice
Levels, each as described in an Exhibit .d. time berng of the essence.

Conuoi of Serwices. Unless otherwise specifi.ed in this rLgreemenr, the method and
means of providing the Services shall be under the exclusive control, managemenq
and supervision of Ser-vice Provider, giving due considerarion to the requests of
Counry.
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1-4 BackuP and Recovelç ot Cotmry Data. .As a pan of the Se¡vices, Sen'ice Provider is
tesponsible for maintaining a backup of County Data, for an order-ly and timely
recovery of such data in the event that the Serv-ices may be intenr:pted. Unless
otherwise describcd in an Eshibir Å, Scrvicc Provider shall malntain a
contemporaneous backup ofCounfy l)ata that câo be recoveredv¿ithin one (1) day
al any point in dme. -Additionally, Service Ptorrder shall store a backup of Counry
Data in an ofÊsite "hardened' Faciliw no less than weekly, maintaining rhe securiry
of County Data, the security requirements of which ar-e ftrrthe¡ described he¡ein.

1.5 Non-etclusivir,rr. Nothing herein shall be deemed to preclude Counry ftorn retaining
the services of othet persons or enridès undertaking the same or similar' functions as
those undertaken by Sewice Provider hereunder.

1.6 Subcontrectors. Service Provider shall not enter into aûy subconft?cts for the
pctformance of thc Scl¡ìccs, or assign or transfet any of its rights or obligations
unde¡ rhis Âgreement, without County's ptior written consent znd any etternpr to do
so shall be void and rvithout futthe¡ effect. County's consent to Service Prowidet's
right to subcontract any of the Sercices shall not relieve Sewice Prowider of any of its
duties or obligations under this Âgteement, and Serr¡ice Provider shall indemnifv and
hold County hatmless from any paymerit required to be paid to any such
subcontractors.

1.7 Chenge Control Pmccdure. County mây, upon written notice, request increascs or
decreases to the scope of the Serr¡ices under an Exhibit Å" If County requests arr
jrrctease in the scope, Counfy shali noti$r Service Provider, and, not rnore thân fi\'e
(5) business days (or othet mutually agreed upon period) after receiving the request,
Sen¡ice Provider shall notifir County rvhedrer ot nor the change has an associated
cost imPact. If County appÍoves, Counry shall issue a change conrol, which will be
executed by the Serrrice Provider. Counq' shall have the tight to decrease the scope
and the lee for an Exhibit A will be reduced accordingl.y.

Term and Termination.

2.1 Term. Unless this Àgteernent is extended ot te¡minated earliet in accordance with
the tenns set forth herein, this Âgreement shall cotnrnence on the E,ffecrive Date
and continue until 34,24L7

2.2 Terminecion for Cause. If either parry materialiy brcaches any of its duLies or
obligattons hereunder, induding thtee petiods of successive failure <-¡f Service
Providet to meet a Service Level, and such breach is not cured, or the breaching
patry is 11e¡ dìligendy pursuing a cure to the non-bteaching parry's sole satisfaction,
rvithin thirty (30) calendar days aftet written notice of the bteach, then the
non-brcaching Party may tctminatc this -å.grecmcnt fot cause ¿s of a date specifi.ed in
such notice.

2.3 'l enninati¡¡n for Benkruptc¡¿. If either Parw is adjudged to be banhnrpt or should
have a geaeral assignrnent fot the benef,tt of its creditors, or if a receive{ should be
appointed on accourrt o[ the Parrq's insolvenry, eirher Party may terminate this
Agrecmcnt immedia tely without penalry.

2-4 Rr¡dsct¡rt'C<¡nrinsenc\'. Thís Asrcemenc is conlinsent uDon Lhe anorooriation of
suffìcient funding by the County fot the Delivetables zndl or services covered b)' this
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Agreernent. If iunding is reduced or deleted by the County for the Deliverables
anð/or serwices covered by this Âgreernent, the Counry has tl:e option to either
teminâte this Âgteement with no liability occurring to the County or to offe¡ an
amendment to this Âgteement indicating the reduced ârnôunr.

2.5 Pa)'rnctrrs Upon Terminadon. Upon the expiration ot termination of this Agteement
for any reasorl, County shall pay to Service P¡ovider all undisputed amounts due and
payable hereunder.

2-6 Retur:n of Materials.

2.6.1 Llpon expira-tion or eadier terrnination of this Àgrecment, Scrvice Providcr shall,
imrnediately upon ter:rnination of this Àgreemeot, create a copy oí dre Counry
database and ptovide said copy to the County- Service P¡ovider shall the¡e after
desttoy and certift rhe destruction of any Counry Data'u¡ithin the possession of
Sewice Providet.

2.6.2 A Copy of Counry d¿tabase will also be provided to Counry upon wtitcen request
for a fee of $300 pet copy plus delivery chatges. Copies of County data will be

prowided on CDs or other mutualiy agteed upon media. Unless otherwise
specified in writing, copies of dâta will be deljveted to Counry within scven ('7')
working days to receþt of written request.

2-6"3 The parties agree to work in good faith to execllte the foregoing in a timely and
efficient mânner. Tlris Secti<-rn shzll sr¡rvive the terrninatio¡ of this Agreement

3- Te¡mination Assistznce Services. Provided that this Àgreement has noi bcen tcrminatcd by
Service Ptowider due to County's failure to pay any undisputed errrount due Servi.ce Provider,
Se¡rice Provider will provide to County andf or to the suppl-ier selected by County (such
supplicr shall be known as the "Successor Service Provider'), assistance teasonably
reguested by County in ordet to effect thc orderly transition of thc applicable Services, in
whole or it prtt, to County or to Successor Sewice Provider (such assistance sh¿ll be knov¡n
¿s the "Ternination Âssistance Seri'ices") dudng the ninety (90) calendar day period pdor
to, and/or following the expiration or termination of rhís -å.greement in whole or in pert
(such petiod shall be known as the "Tertnination Assistance Period"). Such Terrnination
Assistance Services may include:

3.1, developing a plan for the orderly transition of the terrninated or expired Serwices

from Servicc Providcr to County or the Successor Serr.ice Provider;

3.2 providing reasonable training to County staff o¡ the Successor Sewice Provider in
the performance of the Services then being pcrformcd by Scrvicc Providcr;

3.3 using commercially teasonable efForts to assist County in acquiring ¿n]' necessary

dghts to legally and physically access and use enJz third-party technologies and
documentation then being usecl by Service Providet in connection with the Services;

3-4 using commercially reasonable eflorts co make avail¿ble to Counq', pursuant to
mutually agreeaì:le terms and condiúons, â¡y third-pafty services then being usecl by
Service Provider in connection with the Services; and,

3-5 such other activi.ties as may be necessary to effeccuate the orclerly üansition of
Services to Successor Service Provider that are mutually agreed upon by tlre Parties-
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3.6 The provisions of this Secrion shall survive the tertnination of this .Agreerrent.

4. Serv"ices Levels.

4.1 Service Levels Reviews. Service Provider and County will meet as often as shall be
rcasonably rcqucsted by County, but no mote fhan monrirly, to review the
performance of Service Ptovider as it relates to the Service Levels further described
in Exhibit A. A Meeting shall be deemed Virtr:al r:nless otherv¿ise requested b¡r
Counry.

4.2 Failure to Meet Service Lcvels. ,\s fu¡ther described in Exhibir ¡\. in rhe evenr
Service Providet does not meet any of the requisite Service Levels, Seruice Provider
shall: (a) reduce the applicable monthly invoice to Counry by the amount of the
applÌcable Pe¡formance Credits as a ctedit, and not as Iiquidated damages; an4 þ)
use its best efforts to ensure that any urimet Service Level is subsequently met.
Nonviúrstanding the foregoing, Sewice Provider will use corïrnercially teasonable
efforts to minimize the impact or duration of any outage, interruprion, or
degtadation of Serr¡ice.

5. Invôicing and Paltnerr¡. Counry shall be responsible for and shall pay to Ser-vicc Providet the
fees as fu¡ther described in Exhibir ¡1. subject to the terms and conditions contained therein.
Howevet, the maximum compensation to be paid to the Service Provider under this Àgreemenc
shall not exceed $167,300.

5.1 ßilling Prr¡ccdu¡es, tlnless otherwise provided for under Exhibir.{, Service Provrder
shall bill to County the sums due pwsuant to Exhibir A by Ser-vice Provider's
im'oice, which shall contain: (a) Cor:nty purchase order numbe4if any, and invoice
number; þ) description of Services rendered; (c) the Sewices fee or portion thereof
that is due; (d); raxes, if eny; and, (e) total âmount due.

5.2 Crcdits. Any amounts due from Sewice Provicle¡ mav be applictl by County against
any fees due to Se¡vice Prowider"

5 3 N¡rn-irindinfiTerms. Âny tctms and conditions that ate included in a Service
Pror.ider invoice shall be deemed to be solely for the convenience of the patties, and
no such term or conditiol shali be binding upon County.

5.4 Taxes. Senrice Provider (epîesents and \¡/arrants that it is an independent contractor
for purposcs crf federal, statc, and local ernployment taxes. Ser-vice Provider agrees
th.at Counly is not responsible to collect ot withhold any such taxes, inciuding
ìnc<;me tax witl-rholding and social securiry contributions, fot Servíce Ptovider- -ô.ny
and all taxes, intetest or penalties, including anJ¡ federal, state, or local withholding or
employment taxes, imposed, assessed, or levied as a result of this Ägreement shall be
paid or withheld by Service Provider.

5.5 lnvcricing. Contractor sha]l invoice accotding with dre pricing set fotth in Exhibit A.
County will not approve any invoices for De[verables andf or servíces not
specifically listei in the :\greement.

5.ó Disputed invoices. [f County disputes any chatge(s) on an invoice, tlre County rrrav
rvithhold the disputed amount, prowided that (a) the¡e is a reasonable basis for the
dispute, þ) all other amounts that are not in clispute have becn paid in accc¡tdance
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v¡ith this Âgteerneng and (c) the County delivers a written sratelrent to Coritractor
on or befote the clue date of the invoice, describing in detarì the basis of the dispute
and the amount beingwithheld by the County. The parties shall then meer and
confct to tesolve the dispute.

5-7 Payment Term. Thc parÛes agtee that the payrnent term shall be the term selected
below and paymeît shall be due in accordance with the sclcctcd payment te¡m. For
example, if Conftactot selects 2.25o/o 10 Net 45 as the payment terrn, payment shall
be due 10 days from the date the Counry approves the invoice, instead of 45 dzys,
and the County shall teke a discount o{ 2.25o/o of the total amot¡¡rt of the invoice.
Payment is deemed to have been made on the dare the County mails the walïant or
initiates the clect¡onic fund transfer.

-2.25o/o 
10 Net 45 þrovides 35 days of cash acceleration)

-Z.AOo/o 
15 Net 45 þrowides 30 days of cash acceletatioo)

- 
1 .7 soh 20 Ner 45 þrovides 25 dø,ys of cash acceleraúon)

-l-33o/" 
25 Net 45 þrovides 2O àtys of cash acceleration)

_ 1,.0toÁ 30 Nct 45 þrovides 15 days of cash acceleration)

X Nct 45 (Êil payment)

Note: Payment tcrm .¡¡ill defauk to "Net 45 (full payment)", if no other teffn was selected.
Nonrithstanding the option selected above, the partics agrce úrat at any time dudng
Èhe cont¡act term, either parry may initiate an eatly pay¡neût discount on an invoice-
by-invoice basis uti.lizing the Dynarnic Discounting frrnctionality of the ,{riba
Ne¡¡ro¡k. Contractor must hâve a registeted ãccount on the Ariba Nct'*¡ork tc¡ utilize
this functionaliry.

5.8 lvfiscellaneous. County shall not make payments prior to receipr of deliverzbles
anð/ ox services (i.e. the Counq' will not make "advance pavments') or for partial
delivcry. Counry will not paylate paFment charges or fees.

6 Cou¡tg Resourges and Sen'ice Proçidtr Res<¡u¡ces- In accotdance with the terms set forth in
Exhibir.¡\. each patq; shall provide certain resourccs (County Resources and Service
Provide¡ Resources, as the case may be) to the other pârqr as County and Ser¡¡ice Ptovitlet
may mutuâlly deern necesszry to perform the Se¡vices,

6.1 CounqResources. If sr¡ clesc'tibed in an Exhibit A, whete County ptovides
resources (e-g., technology equipment) ro Servrce Provider that are reasonably
required fo¡ the exclusive purpose ofproviding the Services, Service Providet agrees

to keep such resources in good orde¡ and not permit rvaste (ameliotative or
otherwise) or damage to thc same. Service Provide¡ shall retum the resources to
Counry in substantialiy the sarne condition as rvhen Service Provider began using thc
same, orclinaty we t and tear excepted. Courty shall ptovide the County Resoutces,

if any, described in an Exhibit 4.

6.2 Sen'ice Ptovider Resources. In addition to any Senrice Providet Res<¡utces described
in an Eshibir ¡\- the Scwice Provider shall, ¿r a minimum, provide all of ùe
resources necess¿ly to ensufe that the seruices cootinue uninterrupted, considering
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the applicable Service Windor¡¡s and Sewice Levels, that Counry Data is secure to the
standatds and satisfaction of Counry, and pror.ide fo:: an oprirrral responsc ti¡nc for
County's users of the Serr¡ices- S(/herc Service Prowider fails to provide such mini¡nal
Sewice Provicle¡ Resources, County shail have the right to imrnediately rerminate this
Âgreement or the applicable Exhibit Å. in whole or in part, withour liabiü.ty.

7. Representations ¡nd \Tjarr¡nries.

7 .'l' Muh¡al Representatíons and $Tarranties. Each of County â.nd Se¡vice Pr<.¡vider
represent a¡d warrant that:

7 .I.L it is a business duly incorporated, 50i(c)(3) non-profir or govemment entiry

lalidiy existíng, and rn good staading under tJ-re laws of its state of
incoçoration;

712'å:::,tå:äï:ï:Ëä'trîJî;,äî#.::'J:'*,äi:J*äi'

713ffi 
åå:'trî"Jåî."å",î:'î.ï:;*:ïå:i:'"ll.l"arida¡dbinding

11'4*'*"ffJ::Ë,:i:..'J;,î'-L*#iff 
,:':iåfl äîï:ff:å:tii:-

agreemelrt of it and is enfotceable against it in accorrlance with its terms,
except ¿s the enforceability thereof may be limited b)'bankruptcy,
rrsolvency, reatgarizattons, motatorìums, and similat laws affecting creditors'
rights generally and by general equitable principles;

i.1.5 it shali comply with all applicable federai, state, local, international. or other

ffi :imx'iåiTüïthî^?i*,.:n*i:îäi'"i.
7,7.6 there is no outstanding litrgarion, arbitrated mattff or other dispute to rvhich

it is a party which, if decided unfavorably to it, r¡¡ould reasonably be e-rpected
tc¡ have a potential or actual material adverse effect on its abiligt ro fi:lfill its
obligarions under this Âgreement.

7.2 Bv Senrice Provide¡. Sewice Provider represents and warranrs drai:

7.2.t Sen¡ice Provider is possessed of superior knowledge with respect ro the
Services;

7.2.2 
:.Ë;ït""tdet 

knows the particulat puryose for which the Ser-vices are

7.2.3 the Sen¡ices to bc performed wdct this Âgrccmenr shall be performed in a

competent and professional manner and in accordance with the highest
pro fessional standards;

7.2.4 Service Providet has the experierrce and is qualified to petform the tasks
involved with providing the Services in an efficient and timely runner.-
Service Provider acknowledges that Counry is rclying on Service Provider's
representation ofits experience and expertise, and that any substantial
mistepresentation may result in damage to County;
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7.2.5 the Serwices will achieve in all matcrial respects rhe functionaliry desctibed in
Exhibit,t and the documentation of Serwice Pro-,ider, and rhat such
funcrionality shall be maintaincd during the Tertn;

1-2.6 Seri'ice Pror,-ider will use its bcst efforts to cnsurc that no computer viruses,
mahvare, or similar items (collectivel¡ the "Vitus') a¡e introducecl into
County's computet and network environment while performing the Services,
that Service Provider u¡ill adhere to Courty's then cturent procedrues to
Protect against the same, and that, r¡¡hele Serwice Provider transfers such
firus to County thtough the Setvices.

8" Counrv Det¡-

8.1 "County Data" shall mean data and infor-rnacion received by Contractor frorn County or
âny agency Participating in the Counry I{MIS systcm. As bctwccn Contractor and
County, dl County l)ata shall remain the pr-operry of the County. Contractor shall not
acquite any ownership interest in the County Data"

8.2 Conúactor shall nof., without County's written pemrission consent, use or disclose the
Counly Data other than in the performance of its obligations under this Âgreement.

8.3 Conttactor shail be responsible for establishing aad maintaining ¿n inforrnati<¡n security
pro$am that is desþed to ensu¡e the security znd confidentiality of County Dat4
protect agarnst any anticþated thre¿ts or hazards to the security ot integriry of Couoly
f)ata, protcct against unâuthorized access to or use of CounLy Data that could tesult in
substantíal harm or inconveoience to County or any end uscrs; and cnsurc the proper
disposal of County data upon termjnation of this ,{greernent.

8.4 Contractor sirdl take apptopriate action to address any incident of unauthor-ized access

to Counry Data, including addressing andf or remedling rhe issue that ¡esulted in such
unauthorized eccess, notiÁ'ing Counry âs sôon as possible oí any incident of
ìlnâuthorized access to Coungt Data, or âny other breach in Contactot's security that
materially affects Coi:nry or end users; ¿nd be responsible for ensuring compliance by its
ofâcers, employces, agcnts, and subcontactors \¡¡ith the confìdentiaLity provisions
hereof.

8.5 Should confrdential andl w legally ptotected County f)ata be cliwulged to unauthorized
third parties, Conuactor shall comply v¡ith all applicable federal and state laws and
regulations, induding bur not Lmited to Cahíornia Civil Cocle Secd<.¡ns 1198.29 and
1798.82, ât Contrâctor's sole expense. Conffactor shali not charge the Counry for anst

expeñses associated v¡ith Contractor's compliance with the obligations ser forth in this
scction.

9. Confidcnrialin and Pr()recrion of Counn' Data. In ¡eceivins- maintainins- usins. and disoosurE of
County Data, Se.wice Pror.ider will comply wich all appiicablc state and fedetal laws including but
not lûdted ro:

9 7 The Health lnsurance Pottabiliry ancl Accountabiliry Act ([IIP^r\).

9.2 The Health Infor-matíon Technology for Economic and Clinical llealth 'Lct (HITECH
Âct);

9.3 California Welfarc ancJ Insdnrúons Code secdon 5328; and
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9-4 Federal and state consútutional and statutoryprovisions protecting rhe privary of non-
health-telated private infortnation, includiug but not limited to crirninal-iustice and
public benefi t-rel¿ted information.

Furthet, Senrice Provider rr'il1 comply with all terms of fhe attached Business ,{.ssociate
Agleement, which is incoqporared herein by rJ.ris teference as Exhibir C-

1 0. Pronrierarv Riohrs.

10.1 Pre-existing Marcriels. Counry* acknowledges that, in the course of perlorrning the
Sersices, Service Provider may use softv¡are and rel¿ted processes, instructjons,
methods, and techniques that have been prewiously developed by Service Ptovider
(collectivel¡ the "Pre-exiscing Nfateriais") and that samc shzll rcmain rhc sole and
exciusive property of Service Provider.

10.2 D*re of Cowrry. County's information, or aoy derivatives theteof, contained in any
Service Ptovider tepository (the "Counry DÀtÃ," shall be and remain the sole and
exclusive property of Counfy. Counry shall be entitled to ân export of Counry Data,
uPoñ the request of Counr¡ and upon terminatio¡ of this ,tgrcement or Exhibir r\.
Service Providet is ptovided a license to County Data hereunder fo¡ the sole and
exclusive purpose of providing the Services, including a license to store, record,
tlansmit, maintain, and displal, Counqr l)ata only to thc extent necessaÐr in the
provísioning of the Ser,¡ices-

10.3 No hcense. Except as e:rpressly set forth herein, no license is granted by either

Pârty to the othe¡ v¡ith respect to Pre-existing Matedals, or County Data. Nothing rr
this Àgteemeot shall be const¡ued to grânt to either pafiy any ownership c¡r other
intetest in Pre-existing Materials or County Data, except as mây be provided under ¿

ücense specifi.cally appücable to such Confi.dential Infortnation, Pte-eristing
Materials, or County Data"

10.4 The provisions of this Section shall surqive the termination of this Agreement.

11.- Infrrmarion Sccurir),. Service Provider acknowledges that Counry has implemented an
information security progtâm (the Couaty Information Sccuriff Program, as the same may
be arnended) to protect Counry-'s information assets, such inform¿tion âssets as fi¡rther
defined and dassified in the County Infbtmation Securi.ty Prograrn (collectivel¡ the
"Protected Data'). \T'here Service Provider has access to the Pr<;tected Data, Servíce
Provider acknowiedges and agrees to the following.

11.1 Un¿lcrt*k¡ngb)' Sen-icc Providcr. Without hmiring Service Provider's obligation of
confidentialiry as futther described herein, Service Provider shail be responsible fot
cstablishing and rnaintaining an information security ptogram that is designed to: (i)
ensure the security ancl confidentialiry of the Protected Dzta; (i) protect against an¡'
alticipated threats oxhazards ro the security or integrity of the Prorected Data; (iii)
protect against unxuthorized âcc€ss to ot use of the Protected Data; (iv) ensure the
proper disposa-l of Protected Data; and, (v) ensure that all subcontractors of Service
Providet, if any, cornply with all of tlr.e fotegoing. In rìo câ.se shall the safeguatds of
Ser.vice Providefs information security progrâm be less súingent tlran the
information secwity safeguards uscd by thc County Information Security Prograrn as

provided by Counry to Service Ptovider for this purpose. TI're Counq' Tnformatic¡n
Securiq' Progtanr is Confìdential lrrformation of County.
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12. Insurance and Indernnificarion. The Counry's standard insurance and indemnificacion
requirements fo¡ contracts exceedilg $100,000 ate heteby incorporated by tliis reference as
Exhibit B to this Âsreement.

13. General.

13.1 Relarionship bcnilteÈ-n Coun+ and Scn'icc Provider. Sewice Provider teptesents a¡d
wartârlts that it js an indcpcndcnt conffâctor urith no authoritv to contrâct for
Counry or in any way to bind ot to commit County tó any agrcernertt of any kjnd or
to âssume an)¡ liabilides of any natu::e in the name of or on behalf of County. Undet
no circumstances shall Service P¡ovider, or any ofits staff, ifany, hold itself out as or
be considered an ageot empìoyee, joinr venrure> or partner of Counry. ln
rccognition of Senrice Provider's statlrs as iadependent contrâctor, Counry shall carry
no Workets' Compensation insurance ot any hcalth or accident insurance to cover
Serwice Provide¡ or Sei¡¡ice Provider's agenß or staff, if any. County shall not pay
any conüibufions to Sociâl Secutity, unemploy-ment insutance, fedetal or statc
withhoiding taxes, âny other applicable taxes whether fedetal, stete, ot local, nor
ptovide âny other contributions or benefìts which might be expected in an employet-
employee relatioaship. Neither Service Provider nor its stafd if an¡ slr.all 6¿ gligibie
fcrt, participatc in, or accme any dir-ect or indirect benefrt under anv other
compensation, benefit, or pension plan of County.

13.2 (ìoveming l-erv- Venue- This Agrccmcnt h.as bcen cxccuted and deliveted in, and
shail be consttrred aad enfo¡ced in accordance with, the laws of the State of
California. Ptoper venue fot legal action regarding this Âgreement shall be in the
County of Santa Clara.

L3.3 Complience Witlr Lats: Counry Policies ¡nd Procedures. B<¡th parúes agree Lo

comply v¡ith all applicable federel, state, and ì.ocal larvs, executive orders and
regulations issued, rvhere applicable- Service Provider shall comply with Counry
policies and proccdures where the same are posted, conveyed, or other$rise mâde
available to Service P¡ovider.

13.4 Cooperation- rü¡'here agreelTtent, approval, accePt¿nce, corisent or sirnilar action 'oy

either party he¡:eto is tequired by any provision of dris Agteement, such action shall
not be unreasonably delayei or wi.thheld. Each party will cooperate with the other
by, among orhet things, naking avaüable, as reasonably requested by the other,
mânagement decisions, information, approvals, and acceptances in order thar each
p^fiy m^y properly accomplish its obligations and responsibilities he¡eunder.
Serwice Providet will coopctatc with anl' County supplier performing selices, and all
parries suppþíng hatdware, sofrwâre, communication -"etr¡ices, ând othet serwices

and proclucts to Countv, inclucling, without limitation, the Successo¡ Service
Prorrider. Service Provider agrees to cooperate rvith such supplicrs, antl shall not
commit or permit any act which may i¡terfere with the perforfirânce of sewices by
any such supplier.

13.5 Force lv[¡jeu¡e. Neither parry shall be liable for delays or any failure to perforrn the
Services or this Agtccment due to causes beyond its teasonatnle control. Such dela¡,s

include, but are not limited to, fire, explosion, flood or other neturzl catastrophc,
governmental legislation, acts, orders, or tegulation. strikes or ]aì:or difficulúes, to
the extent not occasiorled b¡r the fâult ot negJigence of the delayed parqr. Any sucl-r
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73.6

13.7

13.8

13.9

13.10

13"77

excusc for dclay shall iast only as iong as the cvcnt ¡cmains beyond thc rcasonablc
controì of the delayed party. I{owever, the delayed pamy shalì use irs best efforts to
minirnize the delays caused by any such event beyond its ¡easonable confrol. ìØhere
Servicc Provitler- t-ails to use its best eff<-¡rts to minimize such delays, rhe delays shall
be included in the determinarion of Se¡vice Level achievemenr- The delayed parv
must noti$r the other party prornpdy upon the ocflrrf€fice of any such event, or
perforrnance b)' the delayed patty ¡¡¡ill not be considered excused pursu¿nr to this
section, and ínforrn thc othcr party of its plans io rcsume pcrfor-rnzncc. A fo¡cc
majerrrc er¡ent does not excuse Sen-ice Provider &om providing Seruices aad
fulfilliog its responsibiìiries reLaring ro rhe requirements of backup and recovery of
Corrnry Data. Configulation changes, other changes, virrses f malwarc, or other
erroîs or omissions introduced ot permitted to be i¡troduced, by Service Provider
that result in ân outage or inability for Counry to use the Services shall not constitute
a force majeure event.

N<¡ Waive¡. The failure of eithet patty at any time to tequire performance by the
other pa.t'ly of any provision of rhis Agteement shall in no way affect that f,afty's
right to enforce such provisions, rror shall the waivet by either pa*y af arry breach of
anv provision of this ,\greement be raken or held to be a waiver of any further
breach of tlre same pr.-ovision-

Notices. -A,ny notice given pursuant to rhis Agreemeat shall be in wtiting and shall
be given by personaJ. ser-vice or by Uaitecl Srates certified mail, return receÞt
tequested postage prepaid to the addresses appearing at ¡he end of this Agreemenr,
or as changed th-rough v¡ritten notice to the other pafiy. Notice given by petsonal
service shall be deemed effective on the date it is delivered to the addressee> arid
notice mailed shajl l¡e deemed effecrive on the chi¡d day following its placement i.o
the mail adtl¡essed to the addtessec.

,\ssiglment of ;\grcenren¡. This Àgreement and the obligations of Service Provide¡
heteunde¡ are personal to Service Provider and its staff- Neither Serwicc Providq:
not âny successor, receir.'et, or assignee of Serr.ice Providet shall drtectþ or indirectly
assign this Âgreement or the rights ot duries created by ttr-is Agreement, whether
such assignment is effected in connection with a sale of Service Provider's âssets or
stock or through metger, an insolvency proceeding or otherwise, rrithout tl're priot
rwitten consent of County.

Counrcroans: Facsimilc. 'l'his Aereement m2v be executed in one ot more
couriterparts, e¿ch o[which shall l¡e rlceme<] an original, but ali c.¡f which together
shall constitute one and the same À,greernent. The parúes agree that a facsimile or
PDF signature may substirute for and have the same legal effect as d:e original
signarute.

Enrire Àsreement. Tìlis Àsreement and its attached exhibits constih:te the entire
agtccment belween the partics and supe:sede zny and ail prcvious representations,
understandings. or agr€ements betr.veen County and Service Ptovidet as to the
subject matter hereof. 'I'his,{greement nray only be anrended by an instrument in
rwiring signed by the parties.

Cumulrnve Re medics. Âli rights and lemedies of County herein shall be rn addition
to all other rìghts and remedies available at la$/ o¡ in equity, including, without
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limitation, specific perfonrrance agaínst Sewice Ptovide¡ fot the enforcement of ¡his
Agtccrncnt, and terlporary and permanent ínjunctive relief.

13.12 l-,iens- Claims- and Encumbrances- The Contltactor represents and waua¡ts that all
the deliverables and/or materials ordcred and delivered a¡e ftee and clear of all liens,
claims or encuntbrances of any i<ind. Contractor r€presents and war:ants that it has
ftee and clear title (including any and ail intellectual properry righcs) to the
deliverables andf or materials purchased by County.

1'3.1'3 Intcllecrual Propcrrl IrrdemnirJ¡. Cont¡actot represents and warrants lot the beneût
of the Counry and its users that" to its kno.vledge, as of the effective date of this
Âgreerncnt, Contractor is the exclusive owner of ail dghts, title and interest in the
Deliverables andf or serr¡ices provided pursuânt to this Agreement. Coûtracto¡ shall
tJcfend indernnifrT and hold the Counry harmiess against any clairn, action or
litigation (including but not limited to al1 judgments, costs, fees, and reasonable
attorney's fees) by a third party alleging the Deliverables andlor services provided
pursuant to rhis ,{gteement infringe upon any intellectuai property rights of third
parties. This indemnity and duty to defend is in addition to and does not supersede
the requir:ements statcd in VII of this agreement.

13.14 ;\ccu?rance. Counry shall h¿ve thifty (30) days from the date of delivery ot
installation, whiche',-e¡ is later', to inspect and test the ddive¡ables from ptofessional
scrvices. If County dete¡mi¡res that such deliverables ar'df ot services do not rneet
dre specificacions ândfor tequirements set forth in this -Agreement, Courity may
reject sucir deliverables and/ ot services by providing w-ritten notice to Concractot,
Conffactot shall then have a reason¿ble period to cure the defect, but j.n no event
longcr than thirry (30i days. If Contrâctor is unable to cure rhe defect, County may
imrnediatelv tcrminate the applicablc professional sewices wotk for cause.

13.15 .\mbig-uiúcs. Any rule of construction to the effect that ambiguities are to be
resolved against the drafting patly does not apply in intcrpr:eting this Agreement.
Should any ambiguiries o¡ conflicts between corrtlact ter:rns and conditions contained
in this Ågreernent and its exhibits cxist, the terins and conditions in this Agreement
shall contol over its exhibr.ts.

13.16 Thir<l Par-r!, Bencficiarics. This agteement does not, and is not intended to, confer
an;r nghts or ¡emedies upon ãny person or entiry othet than rhe parries.

14. Countl¡ Standard Terms and Conditions.

14.7 Californie Public Rccr¡rcls ¡\ct Indcmnity. Ïre County ís a public agency subject co

the disclosure requirements of the Califorrua Public Records zl,ct ('CPR-A'). If
Contr:actor contends that any ciocumsnts atc Cont¡actor's confi.dential or proprietary
rnaterial, not subiect to the CPRÂ,anð/or exempt ftom the CPRÂ, and Contractor
wishes to prevent disclt¡sure of said documents, Contracto¡ shall obtai¡ a protective
order, injuncrive telief or other appropriate remedy fuorr:' a court of iau' in Santa

Clara County before the County's deadline íot responding to the CPRÀ request. If
Conúactor lãis to obtain such remedy within Counry's deadline for responding to
rhe C'PR.A. request, County may disclose the requested inFormation without liabiliry*.

Conûactor shall defend, indemni$, and hold the County hanrrless against 
^r\y 

cl^im,
action t-¡r litigation (irciuding but not limited to all judgments, costs, fees, and
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14.2

reasonable attorney's fees) that may lesu.lt from denial, withhotding or redaction of a
CPRÂ tequest for informarion arising {rotn any rcpresentation, or any acti'n (or
inacdon), by the Contractor.

CooPcr¿rir¡n ï|,'irh Reçierr'. Contractor shall cooperate with Counry's penodic rewierv
of Contractor's performance to insure compliance rvith rhis Agteement. contractor
shail make itself available (at no cost to Counry) ro ¡evierv the progress of the project
and Á.greement, as requested by the Counry.

1'4-3 G-rao¡ ¡\grcemenrs. serr¡ice Providet will cooperate wi*r county in compþing with
the provided terms of all federal, stâte, and philantirropic funding agreemenrs under-
q,-hich the County is a Gra¡ree that apply to the services performed under this
Ägteement-

14-4 .{udi¡ Righrs. Putsu¿nt t<¡ California Gover:r¡ment Code Section 8546.7, the parties
acknowledge and agree that every contract involving the expenditure of public funds
in excess of Ten Thousand Dollars ($10,000 USD) shall be subiect to audit by the
Stzte Auditor. Àil pa1,¡¡snts made under this Agreernent shall be subject to a¡ audit
at County's oPdon, and shall be adjustcd in accordence with said audit. .Adjustments
that are found necess aly as 

^ 
result of audjting may be made ftom curent billings,

Contractor shall be responsible for receir.ing, replþg to, and compþing with any
audit exceptions set forth in any County, stâte, or federal audits. Contractor shall pay
to County the 

'full emount of any audit deternined to be due as a result of Counry
audit exceptions- This provision is in addition to o(her inspection and access rights
specifi.ed in this Âgreement.

14,5 Âccess ¿nd Retention of Reco¡ds and Provrsion of Reports- Contractor shall
maintain ftnancral tecotds adequate to show that County funds paid were used fot
PutPc,.ses consistent r¡¡ith the terms of the Âgreement between Conúactor and
County. Recotds shall be maintained during the terms of the Âgreenrent and for a
period of four (4) years from its ter:rnination, or until ail clajms have been resolved,
rvhichever period is longer, unless a longer period is required under any contrãct. Åll
books, records, reports, and accounts maíntained prÌrsuant to the,å,greement, o-r

reiated to the Contractor's actívities under the Á,greement, shall be open to
inspection, examination, a¡d ¿ud:t by County, fcderal and state regulator.v agencies,
County shall have the right to obtajn copies of any and all of the books and records
maintained pursuant to the Agteement, upon the pairment of rezsonable charges for
the copving of such records. Cont¡¿ctor shall provide annual reports drat include, at
minimum, (f the total contract release purchase ordet value for the County as a
whole and individual County departments, (if the nurnber of orders placed, the
breakdov¡n þy County lD/deþartment and Counry) of the quanúty and dollar
amount ofeach product a¡dfor service ordered per year.

14.6 Con¡rac¡ine ltrinciolcs. Conttactor asrees to comolv with the Counw's Contracdns
Principles set forth in the Board Poliry lvlanual secti.on 5.5.5.4. The Contracting
Principles requite, amoflg other things, that C<¡ntractor be a fiscally responsibie entiry
and treat its ernployees faírl1'. 6ott¡."ctor is also reguired to (1) comply with all
appLicable federal, state a¡rd local tules, regulations and laws; (2) maintain furancial
records, and make those reco¡ds available upon request; (3) provide to the County
copics of any financial audits that havc been completed during the terrn of the
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contrâct; and (4) upon the County's request, prol-ide the Counry leasonable âccess,
through tepresentâtives of the Contractor, to faciliries, financial and eraployee
records that are related to the purpose ofthe contract, excepr where prohibited b¡t
federzl or stâte laws, regulations ot rules.

N<¡ Smr¡king. Cont¡actor and its employees, agents and subconüactots, shall compll'
v¡ith the Counry's No-Smoking Policy, as set fotth in the Board of Supewisors
Policy Manual section 3.47 (zs,¿manded from time to time), which prohibits
smoking: (1) at the Santa Clara !'alley Medical Cente¡ Campus and all Counry-
ovvned and operated heaith facilines, (2) within 30 feet surroundrng County-orvned
buildings and lcased buildings where the Counry is the sole occupanr, and (3) in ali
County vehicles.

Food ¡nd Beverage Standerds- Except in the cvcnt of an emergency or medical
necessit), rhe following nutritional standards shall apply ro any foods andf or
beverages purchased b)'Conr*ctor with Counry funds for County-sponsored
meetings or events. If food is to be provided, healtlier food opúoos shall be
offered. "Healthier food options" include (1) fruirs, vegetables, whole grains, and low
fat z¡d low calorie foods; (2) mínimally ptocessed foods 

"vithout 
added sugar and

with low sodium; (3) foods prcparcd using healthy cooking techniques; and (4) foods
wrth less tha¡ 0-5 grams of tr-ans fat pet serving. \JØhenever possiblc, Contractor shali
(1) offer seasona.l and local produce; (2) serve fnrit instead of sugary', lrigh caloríe
desserts; (3) anempt to accommodate speci.,¿l, dietary and culn¡ral needs; and (4) post
nutdtional i¡formation and/ ot a lì.s t of ingredients foc iterns served. If meals are to
be provided, a vegetarian option shall be provided, and the Contractor should
considcr providing e vegâf,ì option. Ifpte-packaged snack foods are ptovided, the
ìte¡ns shall cont2in: (1) no morc rhan 35o/" of calories from fat, urless the snack food
items consist solely of nuts or seeds; (2) no more than 10% of calorics from
sanrrated fet; (3) zero trans faq (4) no mor.e than 35o/o of totaT weight from sugar aåd
caloric sweeteners, except fot fruits and vegetables with no added sweeteners or fats;
and (5) no more than 3ó0 mg of sodium per seling. If beverages are to be
provided, beverages drat meet rhe County's nutritionzl critcria are (1.) warer rvirh no
calo¡ic sweeteners; (2) unsweetened coffee or tea, provided that sugar and sugar
subsútutes ma]' be ptovided as condi¡rents; (3) unsweetened, unflavored, reduced fat
(eitlrer nonfat or 7o/a law îar) datry milk; (Q plant-derlved milk (e.g., soy milk, rice
milk, and almt¡nd milk) with no more than 130 calories per 8 ounce serwing; (5)

100% f¡uit or vegetable juice flimited to a maximum of 8 ounces per container); and
(6) other low-calorie beverages (including tea andf or dret soda) that do not exceed
40 calotics per 8 ounce sen'rng. Sugar-sweetened beverages shall not be provided.

.\ssisnment of Clav¡on ,\ct- Crrtr¡rioht ¿\cr Cleims. Contlactor shali assisn to the
Counry all rights, tide, and interest in a¡rd to all causes of action it rnay har.e under
Section 4 of the Clayton ,A.ct (15 {l.S.C. Sec. 15) or undcr the Cattu,'right,Lct
(Chapter 2 (commencing witl'r Section 16700) of Part 2 of Division 7 oF tl're Business

and Ptofessions Code), arising from pwchases of goods, materials, or sen-ices by the

Contracto:: fot sale to the County purslrffrt to this Agreement.

Conflict of Interest, Contractor shall comply, and tequire ics subcon¡ractors to
cornply, with all applicable (i) requirements governing avoidance of irnperrrissible
client confli.cts; and (ü) fcdcral, state and local conflict of intetest laws and
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regulations including, without limitation, California Governrnenr Code secuon 1090
et. æq.,th.e califor¡ia Political Reform Act (califomia Gove¡nment code secrjon
87100 et seq.) and the regulations of the Fair Political Practices Commission
concerning disclosw'c and disqualifìcation (2 C¿äfomia Code of Regulation.s section
18700 eL rcq.). Falfure to do so consdrutes a material bre¿ch of this .{greement a¡d is
grounds for immediate terrnination of this Agreement by the County. Cont¡actc¡r
covenânts that it presently has no interest, and will noc acquire any interest, direct or
indi'ect, fina¡cial or other-wise, which would conflict in any manner or degr.ee with
the petfonnance of this ,tgreement. Contractor furrher covenânts thar, in the
petfonnance of this r\greement, it will not ernploy any contractor or person having
such an interest. If the disdosur-e ptovisíons of the Califomia Political Rcfo.rm Âct
of 1914 ( ,{ct") are applicable to any individual providrng service under rhis
r{greement, Contractor shall ensure that all such individuals identified pursu2rit to
this section understend thac they are subject to rhe Act and shall conform to all
requitemenß of the Act and other laws and regularions.

Non-Discr:imination. Contractor shall comply with all applicable Federal, State, and
iocal laws and regulations induding Santa Clara County's policies concerning
nondiscrir¡rination and equal opporturuty in contracting.

Debarment. Contractor represents and warmnts that iq its employces, contïactols,
subcontracto¡s or âgerits (collectively "Contractot') are not suspended, debatred,
excluded, or ineligible for patticipation in Medicare, Ivledi-Cal or any other federal or
stace funded health ca-re program, or f¡om receiving íederal funds as listed in the List
of Parties Excluded f¡om Federal Procu¡ement or Non-procureñent Progtams
issued by the Federal General Sewices Administtation. Contractor musr wirhin
thtrty (30) câlend-al' days adr,-ise the County if, during the term of this .{greemenr,
Contractot becomes suspcndcd, dcbarcd, cxcludcd ot ineligible fot participation in
Medicare, Medi-Cal ot any other- federal or state funded health care progtam, as

defined by 42. U.S.C. 1320a-7b(1¡, or from receiwing federai funds as listed in the Ust
of Parrie s Excluded fr<-rm Federal Procurement or Non-procurernent Programs
issued by the Federal General Services,\drninismarioÃ. Contâctor shall defend
indemni$, and hold the Counry harmless fot any loss or dzrnage resuldng ftom the
conviction, debarment, exclusion or ineligibility of rhe Conttactor.

L;se of (lounq"s Namc. Contracror mav not use the name of iie Counry or
refe¡:ence ¿ny endorsement from the Counry in any fashion for: any purpose, rvithout
tlre prior express written conserit of the Counqr.

\\ esc Thefr Pr¿r'en rion-

"14.1,4.1 Cornpliance with $ü'age and Hour Laws: Conüactol, ancl 
^rrysûbcorrtrâctor it employs to complete wotk under this Âgreetrenq lTrust

comply with all applicable federal, state, ând local wage and hour laws-
Applicable larvs may include, but are noc li¡nited to, rhe Federal Fair Labor
Standa¡ds Â.ct, the Califomia Labor Code, ar'd zny local Nlinimum Wage
Ordinance or Living Wage Ordinance.

14.14.2 Fìnal Judgments, DecÍsions, and Otders: Fot purposes of thìs Section, a

"fìnai judgment, decision, or order" refers to one fo¡ rvhich all appeals
have been exhausted" Relevant investigatory government agencies include:
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the federal Departrnent of Labor, the Califomia Division of Labo¡
Standards Enforcement, a local enforcement âgency, or any odrer
goverîment entity tasked v¡ith the investigation and enforcement of wage
and hour laws.

Prior Judgments against Conüactor and/or its Subconüactors: BY
SIGNING THIS AGREF,MF,NT, CONTP.ACTOR AFFIRMS TI-IAT
IT FIAS DISCLOSED ANY T,INALJUDGMENTS, DECISIONS, OR
ORDERS FROM ,\ COURT OR INVESTiGATORY
GOVERNMENT ÂGENCY FINDING-IN THE FTVE YEÅRS
PRIOR TO EXECUTING THIS ÂGREEIvIENT-T}iA,T
CONTR,TCTOR OR ITS STIBCONTRA.CTOR(S) FL{S \NOLATED
ANY ¡\PPLICABI-E, TØÂGE AND HOUR IÀ\7S. CONTRACTOR
FURTHERÂFI.-IRMS Trr,tT rT OR ITS SUBCONTRÁCTOR(S) HAS
S¡.TÏSFIED AND COMPLIED \TTTH*OR T{AS REACHED
AGRE,EMENT NTITH THE COUNTY PG,GARDING THE
MÄNNER iN WHICH IT WILL SÂTISFY-AN|Y SUCH

JUDGME,NTS, DECISIONS, OR ORDERS.

Judgrrrents During Term of Contracû T[. at any time during the tetm of this
Agreement, a court or invescigatory government ageûcy issues a final
judgment, decision, or otdet finding that Contactor or aûy subcontractor
it employs to petform wotk under this ,tgreement has violated any
applicable wage and hour law, ot Contrâctor leams oF such a judgment,
decision, or order that was oot previously disciosed Conú:actor musr
inform the Ofûce of the Counry Executive-Offi.ce of Counr¡uide
Conkacting Management (OCCI\{), no more th¿n i5 days after the

iudgment, decision, or ordcr becomcs final or of learning of the final

iudgm.ent, decision, ot order. Contractor and its subcontractors shall
promptly satisfu and cornply with any such iudgrnenl decision, or order,
and shall provide the Offìce of the County Execuuve-OCCM vrith
documentaty er,-idence of compliance with the final judgment, decision, or
orderwithin 5 days o[ satislþg the 6nal judgment, decision, or order- T'he
Counry teserr'es the right to requite Contractor to en.ler into an agreernenr
wrth the County regarding thc manncr in which any such final judgment,
decisiorr, or otderwili be sarisfied.

Counry's Right to !üithhold Payment: Vihere Contractor or âny

subcontractor it employs to perfonn work under this Agreernent has been
found ìn violation of any applicable wage and hour law by a ûnal judgment,
decision, or order of a cou::t or goverffrìent âgency, the Counry reseL-r¡es

the right to withhoid pâyment to Contractor un¡ii such judgment, decision,
ot order has bccn satisfied in fuli.

[,[aterial Breach: Failurc to comp\rwith any part of thrs Secúon consdnrles
a¡tztexíal. bteach of tÌris Àgreement. Such breach m2.y sewe as a basis for
termination of this Agreement andlor any othet remedies available under
this Agteement and/or law.
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74-14.7 Notice to CounÇ Related to TÍage Theft Ptevention: Notice provided to
the Office of the County Executive as required under rhis Section shall be
addtessed to: Offi.ce of the County Executive--ÐCclvq 70 West Hedding
Sttceg East Wing llrh Flooq, SanJosé, CA 95110. The Norice provisions
of this Section âre sq)arâte ftom zrty other notice provisions in this
Âgreement aad, accotdingly, onty notice ptovided to the above addtess
satisfies the notice tequiremens in this Section-
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Execr¡æd on the dâtes set forth below by the undersþed authorized ¡epresentâtives of the parties
to be effective as of the Effective Dete-

COUNTT OF SANTA CI.ARA
("fü.rnqt'')

B¡r:

Name I(yL"
Title Ditector, Office of Supporúve
Housing
Date:

APPROVED,{S TO FORM Á,ND
LEGALITY:

S. Hansetr
D.poty County Counsel

o^r., 5ûl v
Addtess for Notice:
Ofñce of Supportive Housing
,trter¡tioo: Hilary Baroga
County of Sant¿ CIa¡a
3180 Nev¡betryDtive, Suite 150

SanJose, C,t 95118

Bitfocus Inc.
(ßSeoice Ptovidet')

Name: Herdzik
Titls Presider¡t
Date: May 1gth 2016

Add¡ess for Notice:
Bidocr¡s Inc.
Âttentio¡: Robert Herdzik
548 Ma¡ket St #ó0866
San Francisco, CA 94104

Byt
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EXHIBIT A

Se¡vice Ptovidet's *Softrñ¡are as a Senriceo Statement of Votk for HMIS

This Exhibit Â - Service Ptovider's Softwate as a Service Statement of Work - is
inco¡porated in and governed by the ¡erms of the Agreement b)'rtrd benveen COTINTY OF
SANTÄ CLAR.A ("County') and Bitfocus Inc. ('service Provider') datcd September 15,2015, as

amended (the "r\greement'). In the er,-ent of a conflict l¡etvueen tbe provisions contained in rhe
Agreernent and those contained in this Exlribir A, the provisions contained in the,{greement shall
pr-evail.

Sewices Descriotion:

Seryice Provider aglees to provide authorized end usets ("Uscrs') âccess to and use of its
Client and Serice Management System ("System') subject to the following terms and conditions:

1. Number of Users. Intemet ¿ccess v¡ül be available to 500 Enterp¡ise Seats / S}Morøger Seats

/ 4 Adminísrrator Seats with access rights transferabie to different users by County.

2. Number of Organizations. IJp to 50 Otganizations,/Agencies will be authodzed under this
Âgrcement-

3- Features and Functionality- County will have full access to and use of zll documented
fe¿tutes ptovided in the most recent version of the Services, induding firnctionality to capture
and require clienË consent to assist the County to ensure client level daa entered into the system
complies with County ptotected information consent requfuerrrents. Feârures found in the
Scrviccs will mcct HUD HMiS Required frrnctronality.

Suooort Descriotion:

1. Standatd Hosdng Services, Sen¡ice Provider v¡ill set up hosted Interuet access for the above-
speciEed number of users and otganizations- The setup will include services and capacities to
accommodate conägurarion.

2. Standard Support Services. The standard support services will be provided as specifÌed in the
Agreernent âs pâL-t of the fees charged for senrp and ongoing sen ice. L Hou¡ of f¡ee phone
consultaúon serr¡ice r¡¡ill be ptovided on a monthly basis to srtPPott system growth.

3. Uset Management of Access Rþhts. Service Ptovider is responsible for the initial, pre-use
security and uset access settings. Thereafter, County is responsible for the orrgoing adjustment
ancl maintenance of data sharing settings for specific users and user acccss, and securiry rights.

4. Service R"epresentative atrd Contract Management. Servige Ptovider will assign a desrgnatecl
staff to be rhe support liâison and contract lrunager for Counry.

5. Standard System Setup (Initial). Sen'ice Provider will provide the following s)¡stem serup
activities:
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a, Iustallation. The System will be installed for use via the Internet by users authorized by
County.

b. Inh"a-OrganiTaÍior Acres¡. Service Provider will senrp intta-orgaazztional access and securiq,'
settings in accord witl'r written specifications provided by County. Otganizttional level
access rights wlll include view, edit, add, and delete rights to sysrem fearures or groups of
data" l-rut not fieid leve] access. Standard access and secudty setup will include assignment
of users to ,{ccess Roles within their respective organizations- Service Providerwill senrp
a maximum of six f'ó'J -Access Roles. These Access Roles will be either defìned in writing
by Counqy or defaults provided by Sewice Provider. Initial Login accounts and passw<;rds
wjll be assigned by Service Providcr to cach use¡ in specilted access Roles within their
respective organizaúons.

c. Iøîer-OrganiqationAtæss. Service Provide¡ will assign one ("1') data sharing set[ing for each

organization covered by the ,\greement. This r.r'ill enable each organization to define what
ctent or sewice data will be accessed by staff from ocher organizations-

ð. Eød-UserArce¡s anà Serzti! ,fetttngr. End users authodzcd by County will havc abÍliry to
adjust and refine use¡ access and seo:rity rights. Sudr end-use:: adjustments of access and
security settings rvill be the responsibility of County. Service Pro'r'ider will not be
responsible for access ancl security settiig adjustrnents made b1, Counry.

Default Acces and Securitj Søtìn¿s. A.ccess and secudty rights must be setup before Sen¡ice
Providet wül provide system acqess to non-System Maraget users"

f . T-nining I)atu. Systen setup will indude an alternative database for training and practice"
This training database will contain fi.ctional data with no relationshþ to any real client,
orgaruzation, o[ user.

Seryice Levels:

1. Continuity of Seryice. Notwithstandìng other ptovisions in this conftac! Scrvicc Ptovider r¡¡ill
provide 99.999 percent availability. Sen'ice Ptovidet's srandard zrrangemerts provide continuous
serwice cwent)'four ("24') hours a day fot seven ("7") days a week, and guatanteed continuous
service between rhe houts ol5:00 r{M and 9:00 PM PST dudng rhe common Monday to Friday
çrcrkrveek. Sewice Ptovider guârântees, in ¿ccord with the remedies stated below, that there
would be no outagc time in excess of .0075 consecuúve houts or no mote dran .001 percent
total outage rime per month. Outaþe time is dcfincd as thc lcûgth of time elapsed ftom when

Service Provider is notified of or otherwise discovers the ptoblem to the point of time that the

problem is remediecl. Remedies for outage titne longer than these parameters will be a tefund ot
cledif equal to one hundred [100] percent of the cost of the percent of outage dme pro-rata
(calculated as per-cent outage out of total charge fot m,rnth of ourage). Requests for such
remedies fr¡ust be made within the monthly billing cycie oÊ outage time. These temedies will not
be avaiiable in cases rvhc¡:c:

Ã. Counrv díd not noti$r and Ser-vice Provider did not discover the rnabiiity to rransmit or:

receive datâ.

b. Outage rime is caused by gross negligence or misconduct by Counry or their end-users-
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c. Failu¡e of equiprnent or applications rhar atr nof owned or conrrolled b)' Service
Provider.

d. "Acts of wa¡ ot ¡;od" and othe¡ cir-cu:nstances beyond the control of Service Provider.
e- Reasonable and brief scheduled arrd pte-announced service maintenance with a five f'5')

dey notiûcation.

2- Ffosting Facilities, Hosting'¡'ill be provided at faciliries that are ¡anked as Tier 4 and Class A.
The hosdng faciliry will pro'iade st3.te-of-the-art security dlar provides 24/7 physicøJ mð
electronic security, including on-site security guards, trap-door entry, keycard and biornetric
access, end elecuonic surveillance and alarms. Othet capacities of the hosting faolity rvill
irrclude fi::e''alcrts, gaseous firc suppressi.on, sophisdcated security a¡d video camera surve-illance
systeml 24x7 secured, and escorted eccess. Battery backup, Diesel Generation znd multiple
Fiber Optic connections will be pr-ovided to ensure maximum uptime and performance.

3. Suppott Response Time. Scwice Providc¡ will be available during nornal business hours fot
bodr Operational and Technical support. If specific ãrrangements are made, after hours and
weekerrd suPPort lr¡ill be available. These calls may require contacting an on-call representative
who v¡ill l¡e able to assist you or rrrake arrangements to provide needed assistance. Outside of
standatd opetating horus Ser-vice Prowider will respond to any phone calls within four ('4')
business hours ¿nd emails within 8 business hours of contact made to on cail teptesentative.

Backuo Reouirernents:

1. Backup Schedule. Extemal hard dr-ive backups will be made daily.

2. Backup. Dai.ly data backups v¡ill be stored at the hosdng site for seven CD dâys.

3. Stotage of Backup Data. Âfter- seven fl) days, external drive backups will be transferred to an
cncrvþted media and stored in â secure off-site location for one (1) ¡'ear. -tfter one (1) year,
r.emotely stoted backup clata will be fi:lly desttoyed so that saicl data is totaily unrecovetable.

4. County Requested Copies of Datr. Counry may request copies of its dats. at any time subject
to the conditions of this ,tgreement

Service 'Windows:

System Maintenance and Inte¡net Servíce Support- Serwice Provider urill install,
confrgure, and test all upgtades and service packs as drey become available. Forthcoming
upgrades will be announced via e-mail no less than Frfteen ('15') calendar ðays prior to
deployment via hosting services. Sen'ice Provider will upon request, provide Counry rvith
oppotnrnities to review and rest rhese upgrades.
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Sewice Fees and Rates:

Special Services. Addidon¿l se¡vices wrll be provided only by murual written agreernent. None
of rhe fojlowing services ar:e provicled unless specified in separate written agree¡ncrrt. Services

provided by such special agreement include:

a. No additional Services, except those expressly listcd in this agteement, âre included
as pârt of the Sot-t\¡¡are as a Service ãgreement. Serrtices are hand]ed in the System

Aclministration contrãct.

2. Recovery Services. Sen'ice Provider will give the hþhest prioriry to lhe teinstatement of
selices for Counry's impacted by system failure disasters. Setvice Provider will perform data

recoveq,' services without chargc for data loss or åamzge resul[ing only ftom failures of softrvare

Maximum .A-urount
Ongoing Charges

$r 20,000

$30,000

ï7,2A0

$2,s00

$400

fii,20a

t1673æ

Biiling Schedule

$10,000 pet month

$2.500 pct month

$600 pet month

July 201ó

JuIy 2016

$600 per monrh

TotzI Amoua

ftem and Description

500 Ciarity Enterprise Seats

r Includes access and operaúon at the Enccrpdse level
pcr each seat

r $20 pet seat Þe¡ montb
50 Clarity \,{anager Seats

¡ Iadudes Enterprise level access and operation, with
the acldition of ability to customize agency preferenccs,
rnchrdulg services and programs ofthe selectcd agcfrcy.

" $50 pei: seat per month
4 Clarity Ädrni¡ristrator Seats
¡ Includes "Enterprise aad Nlanager l¡:vel access and

operation with the additjon of System ,{d¡ni¡isctation
fiiaÍagem.ent fu nctions.

¡ Includes 30 Hours of ,{dvanced Technical ,\ssistance

Per yezr--

. $150 per seaf Þer monÈh
Tmining Site License
. Clariry Tra"ining \X/cb Site provides a¡r implementation

specifrc site for uaining purposes and is aa impottant
part of anv Ciarity installation. T'Ìris service pror.-icles

optional ongoing aairring site operation, ircluding
sofrq/aÍe ripdates in concert with the production sitc-

Yiltual Private Nerq/ork N,faintenancc atd Support
r Vi¡rual Private Network SrPNI; is a Claricy prerniurn

sewice for clients seeJdng a secured connecti.ou to their
databasc for sophisúcated rep orting puq)os es-

r Includes 4 hours of custorne¡ supÞott Þer year-

Replica Database ;lccess and Suppott
r Includes a unique VPN for- direct access, given at

di¡eccifin of dre County, to ¿ live-cime replica of the
SCC HN1IS database
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and equipment provided by Serrrice Ptovider- Loss due to Counry effoi, gross negligence or
misconduct u¡ill be charged to the County. In tlre event of a disaster relared system failure,
Serwice Provide¡ urll be prepared to provide the followìng recover]' scrvices:

^- Secure ¿nd Âssess Data. Immedizte prioriry will be to secure rhe mosr recent
version of ðzta, consult to determine gurdelines for assessing qualiry, and nrnning
tests to determine tlre stafus of daa.

b. Restote Data as Necessary. If necessar¡r, backup data ¡vül be used to restore all or
part of the most recent data.

c- Reinstate or setup New llosting Site" Pending options and needs, a functioning
system will be reinstated at the original or a rrew host site.

d. Restore Timefrarne- Time frames for various failures are referenced in the Disaster
Recovery and Business Continuiry previously pror,-ided and apptoved by Counry,s
securiry contrâctor.

3. Ttaining and Special Support Services. Âgreement aL:eady indudes all included setv'ices.
System Admirustralion services are outlined in the sepzrate Systern Adminjstrarion
exhibit,/contract

County lqf¡astructure Requircments:

Counfy will be responsible lot ensurjng chat County users have thc appropriatcly conEgurcd
hardrvare, softwate, and communìcation lines tequired for system use- Mi¡irnum requitements ate
as follows:

7- System Requirements. Unless other-rvise agr.eed rn writing, County wílI use or provide
equipment compadble r¡¡ith the Serwices and Sen¡ice Providet's nerwork and facilities. County
will beat the cost of any additional protective âppârâtus reasonably required to be lnstalled
because of che use of Sewice Provider's network o¡ facitiÈies by County, lessecs or assignees.

2. Minimum Ffardwate Requirements. Intel or AMD dual core processor (or nerver) thar
supports SSE2. lGB c¡f fu{M. 500NdB of hard <Jrive space.

3. Opetating System and Bto.wsers. Windows )(P, Slindows Vista, Windows 7 or newer, Mac
OS X 10.5, Iv{ac OSX 10.ó, Mac OS X 10.7 or newer. Fitefox 6 or newer. Internet Explorer 8 or
ncwef.

4. Line Bandu¡idth. For each Counry uset corrnecting over a given líne drere must be at least
2Okbps of bandwidrh availabie for thè user. This means that if a given Counr.v site has 20 users,
there would need to be at least 400kbps of bandwidth â\'ailabie to âccess Services. Âkhough
Service Provider tecommends a dedic¿ted line, be sure to take into account any other traffìc that
may be using rhe same connection. Other taffic would ínclude that used by emaü, web access,
and web selwing.

5- Performance. County acknowledgcs drat the rninirnu¡n systern reguircrnent may result in
minimum svstem performance. Service P¡ovíder rvill not be responsible for unreliable or low
petfornance (in excess of 80 mjiliseconds response time) resulting from Counry technological
inftastucnrre.
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6. Non-Interfercnce with Mainænarrce and Upgtading of Facilities and Resources. County
use of the Serwices ptovíded berein and any equipment associated the¡ewith qrill nor interfere
with or impair ser¡ices ovet Service Providet's network or å.cilities.
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EXHIBIT E2 (revised)

lNSU&n¡¡Cr neour**t*r to*
STANDARÐ CONTRACTS ABOVE $ I g0.mo

Indemnity

The Contractor shall indemnify, defend, and hold harmless the County of Sana Clara (hereinafær
nCounQr"), its off,rcers, agents ¿urd employees from any claim, liabilit¡i, loss, irjury or damage
arising out of, or in connection with, performance of this Agreement by Contractor and/or its agents,
employees or sub-contractors, exceping only loss, injury or damage caused by the sole negligence
or wíllful misconduct of persorurel employed by the County- It is the intent of the parties ûo this
Agreement to provide the broadest possible coverage for the County. The Contractor shall
reimbune the County for all costs, attomeys'fees, expenses and liabilities incurred with respect to
any litigation in which the Confiactor is obligated to indemnify, defend and hold harmless the
County under this Agreement.

Insurance

'Without limiting the Contractois indemnification of the County, the Conbactor shall provide and
maintain at its own expense, during the term of this Agreement, or as may be further required
herein, the following insurance coverages and provisions:

A- Evidence of Corerage

Prior to commencement of this Agreement, the ConFactor shall provide a Certificate of
Insurance certifying that coverage as required herein has been obtained- Individual
endorsements executed by the insurance carrier shall accompany the certificate- [n addition,
a cerl¡fied copy of the poliry or policies shall be provided by the Contractor upon request-

This verification of coverage shall be sent to the requesting Counry deparEnent, unless
otherwise di¡ected. The Contractor shall not receive a Notice to Proceed with the work
under the Agreement until it has obtaíned all insurance required and such insurance has been
approved by the County. This approval of insurance shall neither rclieve nor decrease the
liability of the Contractor.

B. Oualifving Insuers

All coverages, except surety, shall be issued by companies which hold a cunent policy
holder's alphabetic and financial size category rating of not less than A. V, according to the
current Best's Key Rating Guide or a company of equal financial stability that is approved
by the County's Insurance Manager.

C. Notice of Cancellation
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EXHIBIT B2 (revised)

All coverage as required herein shall not be canceled or changed so as to no longer meet
the specified County insurance requirements without 30 days' prior written notice of such
cancellation or change being delivered to the County of Sana Clara or their designated
agent.

D- lnsurance Requircd

Commercial General Liatrilit)¡ lnsumnce - for bodily injury (ncluding d€ath) and
property damage which provides limits as follows:

a- Fach occurrence - $l ,000,000

b. General aggregate - $2,000,000

c. Prodr¡cts/Completed Operations aggrcgate - $2,000,000

d. Personal Injury - $t,000p00

2- General liability cove¿ee shâll include:

a. Premises and Operations

b. Products/Compleæd

c. Personal Injury liability

d. Severability of inærest

3 Cencral liabiliw coverage sh¿ll include the followine endorsement. a coov of wh¡ch
shall be provided to the County:

Adilitional Insured Endorsement, which shall read:

"County of Santa Clara, and members of the Board of Supervisors
of the County of Santa Clara, and the ofFrcers, agents, and
employees of the County of Santa Clara, individually and
collectively, as additional insureds."

I

Insurance afforded by the additional insured endorsement shall apply as primary
insurance, and ott¡Er insurance maintained by the County of Santa Clara, its
officers, agents, and employees shall be exce.ss only and not contributing with
insurance provided under this policy. Public Entities may also be added to the

additional insured endorsement as applicable and the contractor shall be notified by
the contracting department of these reguirements.
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EXHIBIT F2 (revised)

4- Automobile Uabilitv Insu¡ance

For bodily injury (including death) and property damage which provides roral limits
of not less than one million dollars ($1,000,000) combined single limit per
occunence applicable to all owned, norrowned and hired véhicles-

4a- Aircraft/tiVatercraft Liabilitv Insurance (Required if Contractor or any of its agents
or subcontractors will operate aircraft or watercraft in the scope of the Agreement)

For bodily injury fincluding death) and property damage which provides total limits
of not less than one million dollars ($l p00,00O) combined single limit per
occurrence applicable to all owned, norrowned and hired aircraft/watercraft-

5- Workers'Compensation and Emplovels babiliry Insurance

Statutory California Workers' Compensation coverage including broad form
atl-states coverage.

Employeds Liability coverage for not less than one million dollars
($1,000,000) Iler occurence.

E. Soecial Provisions

The following provisions shalt apply to this Agreement:

The foregoing requirements as to the types and limis of insurance coverage to be
maintained by the Contractor and any approval of said insurance try the County or
its insurance consultant(s) are not intended to and shall not in any manner limit or
qualify the liabilities and obtigations otherwise assumed by the Contractor pursuant
to this Agreement, including but not limited to the provisions concerning
indernnification.

The Counry acknowledges that some insurance requirements contained in this
Agrcement may be fulf¡lled by self-insurance on the part of the Contractor.
However, this shall nof in any way limit liabilities assumed by the Contractor under
this Agreement. Any self-insurance shall be approved in writing by the County
upon satisfactory evidence of financial capacity. Contractors obligation hereunder
may be satiúed in whole or in part by adequately funded self-insurance programs
or self- insurance retentions.

a,

b.

1

2.

3 Should any of úre work under this Agreement be sublet, the Contractor shall require
each of its subcontractors of any tier to carry the aforementioned coverages, or
Contractor may insure subcontractors under its own policies.
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EXHIBff B2 (revised)

The County reserves the right to witbhold payments to the Contrætor in the event
of material noncompliance wirh the insurance requiremens outlined above.

F. Fidditv Bonds (Required only if contractor will be receiving advanced fr¡nds or payments)

Before receiving compensation under this Agreement, Concactor will fumish County with
evidence that all officials, employees, and agents handling or having access to funds
received or disbursed under this Agreement, or authorized to sign or countersign checks,
are cove¡ed by a BI-ANKET FIDELITY BOND in an amount of AT LEAST fifteen
pe¡cent (157o) of the maximum financial obligation of the Cormty ciæd herein. If such
bond is canceled or reduced, ConFactor will noti$ County immediately, and County may
withhold fi¡rther payment to Contractor until proper coverage has been obtained. Failure to
give sucb notice may be cause for termination of this Agreement, at the option of County.

4.
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EXHIBIT C: BUSINESS ASSOCIATE AGREEMENT

IVHEREAS, County of Santa Clara ("Count¡r" or'Covered Entity') is a Covered Entiþ2, as
defined below, and wishes to disclose certain Protected Health Information ("PHI") to "Business
Associate" pursuant to the terms ofthe Agreement and this Business Associate Agreement
("8éu{"); and

WHEREAS, the County is a hybrid entity pursuant to the Health Insurance Portabilþ and
Accountabilþ Act of 1996 (*HIPAA'1 performing both covered and non-covered functions; and

WEEREAS, the Santa Clara Valley Health and Hospital System, which is part ofthe
County is comprised ofmultiple County Departments, including Valley Medical Center and Clinics
("VMC"), the County Mental Health Deparfinent ('MHD'), the County Departnent ofAlcohol and
Drug Services ("DADS"), t}e CounÇ Public Health Deparûnent ("PHD') and the County Custody
Health Services f'Custody Health") and County Valley Health Plan ("VHP'), all ofwhich are
"Covered Entities" under the Health Insurance Portability and Accountabilþ Act of 1996, Public
Law 104-l9l ("HIPAA"); and

WIIEREAS, the Covered Entity and Business Associate are "qualified service
organizations" or "QSO" within the meaning ofthe federal law governing Confidentiality of
Alcohol and Drug Abuse Patient Records and its implementing regulation a 42 Code of Fedeml
Regulations ("C.F.R-") Part 2; and

MIEREAS, the Covercd Entity and Business Associate intend to protect the privacy and
provide forthe securitSr of PHI used and disclosed pursuantto this BAA in compliance with
HIPAA, the Health Information Technology for Economic and Clinical Health Act, Public Law
i I l-005 (*the HITECH Act"), and regulations promulgated thereunder by the U.S. Deparünent of
Health and Human Services (the "HIPAA Regulations'), California Welfare & Institutions Code
5328,42 U.S.C. SEction 290dd-2,42 C.F.R part 2, Califomia Confidentiality of Medical
Information Act Civil Code Section 56, California Health & Safety Code 1280.15, and other
applicable laws; and to the extent the Business Associate is to carry out the covered entity's
obligation under tle Privacy Rule, the Business Associate must comply with the requirements of
the Privacy Rule that apply to the covered entity in the performance of such obligation.

WIIEREAS, part of the HIPAA Regulations, the Privacy Rule and the Security Rule
(defined below) require Covered Entities to enter into a contract containing specific requirements
with any Business Associate prior to the disclosure of PHI, as set forth in, but not limited to, Title
45, Sections 164.314(a),164.502(e) and 164.504(e) ofthe Code of Federal Regulations ('C.F.R.")
and contained in this BAA.

NOW THEREFORE, ín consideration ofthe mutual prornises below and the exchange of
information pursuant to the BAA, the parties agree as follows:

I. Definitions

Terms used, but not otherwise defined, and terms with initial capital letters in the BAA have
the same meaning as defined under tle Health Insurance Portability and Accountability Act of 1996,
Public t aw 104-191, the Health lnformation Technology for Economic and Clinical Health
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Act Public Law I I l-005, and regulations promulgated thereunder by the U.S. Deparnnent of
Health and Human Services (the "HIPAA Regulations') and other applicable laws.

Privacy Breach Any acquisition, access, use ordisclosure ofhotected Health Information
in a manner not permitted or allowed under state or federal privacy laws.

Business Associate is a person, organÞation, or agency othel'than a workfolce member that
provides specific functions, activities, or services that involve the use, creation, or disclosure of pHI
for, or on behalfof, a HIPAA covered health care component. Examples of business associate
functions are activities such as claims processing or administration, dãta analysis, utilization review,
qualigr assurance, billing, benefìt management, practice management, repricing; and legal, actuarial,
accounting consulting, dataagg;regation, management, adminishative, accreditation, or financial
se¡vices.

Covered Entity shall have the meaning given to such term under the Privacy Rule and the
Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

Designated Record Set shall have the meaning gíven to such term underthe Privacy Rule,
including, but not limited to, 45 C.F.R. Section 164.501.

Electronic Protected Health Information means Protected Health Information that is
maintained in or transmitted by electronic media.

Elec{ronic Health Record shall have the meaning given to such term in the HITECH Act,
including, but not limited to, 42 U.S.C. Section 17921,.

Ifealth Care Operations shall have the meaning given to such term under the Privacy Rule,
including, but not limited to, 45 C.F.R Section 164.501.

Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and
164, SubpartsAandE-

Protected Ilealth Information or PHI me¿urs any information, whether oral or recorded in
any form or medium: (i) that relates to the past, present or future physícal or mental condition of an
Individual; the provision of health care to an Individual; or the past, present or future payment for
the provision of health care to an Individual; and (ii) that identifies the Individual or with respect to
which there is a reasonable basis to believe the information can be used to identiff the Individual,
and shall havc the meaning given to such term under the Privacy Rule, including, but not limited to,
45 C.F.R. Section 160.103. kotected Health Information includes Electronic Protected Health
lnformation [45 C.F.R. Sections 160.103, 164.501].

Protected Information shall mean PHI provided by Covered Entþ to Business Associates
or created or received by Business Associates on Covered Entity's behalf.

Security Rule shall mean tbe HIPAA Regulation that is codified at45 C.F.R- Parts 160 and
164, Subparts A and C.
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Unsecured PIII shall have the meaning given to such term under the HITECH Act and any
guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(hxl )
and 45 C.F.R. 164.402-

II. Duties & Responsibilities ofBusiness Associates

2. Permitted Uses. Business Associate shall usE Protected lnformation only for the
purpose of performing Busíness Associate's obligations under the Contract and as permitted or
required under the Conkact or Addendum, or as required by law,

Furthe¡ Business Associate shall not use Protected Information in any manner that would
constitute a violation of the hivacy Rule, Welfare & Institutions Code Section 5328,42 C.F.R.
Partz, or the HITECH AcÇ if so used by Covered Entity- However, Business Associate may use
Protected [nformation (i) for the proper management and administration of Business Associate, (ii)
to carry out the legal responsibilities of Business Associate, or (iii) for Data Aggregation purposes
for the Health Care Operations of Covered Entity. [45 C.F.R. Sections 164.502(a)(3),
164.50a(e)(2XiiXA) and I 64.504(eX4XÐ1.

b. PermÍtted l)isclosures. Business Associate shall not disclose Protected Information
except for the purpose of performing Business Associate's obligations underthe Agreement and as
permitted under the Agreement and this BAA. Business Associate shall not disclose Protected
Information in any manner that would constitute a violation ofthe Privacy Rule, 42 C.F.R., Welfare
& Institutions Code Section 5328, or the HITECH Act if so disclosed by Covered Entity. However,
Business Associates may disclose hotected Information (i) for the proper management and
administration of Business Associate; (ii) to carry out the legal responsibilities of Business
Associate; (iii) as required by law; or (iv) for Data Aggregation purposes for the Health Care
Operations of Covered Entity- If Business Associate discloses Protected Information obtained
pursuant to the Agreement and this BAA to a third paft¡r, Business Associate must obtain, prior to
making any such disclosure, (i) reasonable written assur¿rnces from such third pafy that such
Protected Information will be held confidential as provided pursuant to this BAA and only disclosed
as required by law or for the purposes for which it was disclosed to such third paúy, and (ii) a
written agreement from such third party to immediately notify Business Associate of any Breaches of
confidentiality of the Protected Information witbin twent¡r-four (24) hours ofdiscovery, to the
extent it has obtained knowledge ofsuch Brcach. [42 U.S.C. Section 17932;45 C.F.R. Sections
164.504(e)(2XD-(iD(A) and I 64.504(e)(a)(ii).

c. Prohibited Uses and Disclosures, Business Associate shall not use or disclose
Protected Information for fundraising or marketing purpos€s. [42 U.S.C. Section 17936(a) and 45
C.F-R. 164.5011. Business Associate shall not disclose Protected h{formation to a health plan for
payment or health care operations purposes if the Individual has requested this special restriction,
and has paid out of pocket in full for the health care item or service to which the PHI solely relates-

[42 U.S.C. Section 17935(a);45 C.F.R. Section ßa.502(a](5)(ii)l- Business Associate shall not
directly or indirectly receive remuneration in exchange for hotected Information, except with the
prior written consent of Covered Entity and as permitted by the HITECH Act. [42 U.S.C. Section
17935(dl(2)). This prohibition shall not affect payment by Covered Entity to Business Associate
lor services provided pursuant to the Agreement.

d. Appropriate Safeguards. Business Associate shall implement appropriate
administrative, technological and physical safeguards as are necessaryto preventthe use or
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disclosure of Protected Infonnation other than as permitted by this BAA that reasonably and
appropriately protect the confidentiality, integrity and availabilíty ofthe Protected Infonnation, and
comply, where applicable, with the HIPAA Securþ Rule with respect to Electronic PHI.

e. Reporting of Improper Access, Use or Disclosure, Consistent with Section (h)(4)
of this agreement, Business Associate shall notify Covered Entity within twent¡r- four (24) hours of
any suspected or actual brcach ofProtected Information; any use or disclosure ofProtected
Information not permitted by the Contract or Addendum; any security incident (i.e. any attempted or
successful unauthorized acsess, use, disclosure, modification, or destruction of information or
interference with system opemtions in any information system) related to Protected Information,
and any actual or suspected use or disclosure ofdata in violation ofany applicable federal or state
laws by Business Associate or its agents or subcontractors.

Business Associate shall reportto SCVHHS Compliance &Privacy OfÏicer in writing any
access, use or disclosure of Protected Information not permitted by the Agreement and this BAA.
As set forth below, [42 U.S.C. Section 17.921;45 C.F.R. Section 164.504(e) (2) (iÐ (C); a5 C.F.R.
Section 16a308(b); CaliforniaHealth & SafetyCode 1280.15, CalifomiaConfidentialityof
Medical Information Act 56.10, CaliforniaWelfare & Institutions 53281.

Compliance & h'ivacy Offrcer
Santa Clara Valley Health & Hospital System
23 25 Enbor g Lane, Suite 240
San Jose, California 95128
Facsimile: (408) 885-6886
Telephone: (408) 885-3794

The Breach notice must contain: (l) a brief description ofwhat happened, including the date
of the Brcach and the date of the discovery of the Breach, if known; (2) the location of the breached
inforination; (3) the unauthorized person who used the PHI or to whom the disclosure was made;
(4) whether the PHI was actually acquired or viewed; (5) a description of the types of PFII that were
involved in the Breach; (6) safeguards in place prior to the Breach; (7) actions taken in response 1o

the Breach, (8) any steps Individuals should take to protect themselves from potential harm
resulting from the Breach; (9) a brief description of what the business assocíate is doing to
investigate the Breach, to mitigate harm to lndividuals, and to protect against further Breaches; and

(10) contact procedures for Individuals to ask questions or leam additional inforrnation, which shall
include a toll-free telephone number, an e-maíl address, website or postal address- [45 C.F.R.
Sections 164.41 0(c) and 164.404(c)1. Business Associate shall t¿ke any action pertaining to such
unauthorized disclosure required by applicable federal and state laws and regulations. Business
Associate shall otherwise complywith 45 C.F.R. Section 164.410 with respectto reporting
Breaches of Unsecured PHl. [42 U.S.C. Section 17921;45 C.F.R. Section 164-504(e)QXiiXO; a5
C.F.R. Section I 65.308(bX

f. Business Associate's Agents and Subcontractors. Business Associate shall ensure
that any agents or subcontractors, to whom it provides Protected Information, agree in writing to the
same restrictions and conditions that apply to Busíness Associate with respect to such PHI and
implement the safeguards required by paragraph (II) d above with respect to Electronic PHI. [45
C.F,R. Sections 16a.502(e)(lXii), 164.504(e)(2)(ii)(D)and 164.308(b)1. IfBusinessAssociate
knows of a pattern of activity or practice of an agent or subcontractor that constitutes a material
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breach of violation of an agent or subcontractor's obligations under the Contract or Ad.dendum or
otlrer arrangemen! the Business Associate must take reasonable steps to cure the breach or end the
violation. Ifthese steps are unsuccessful, Business Associate shall terminate the confact or
arrangement with agent or subcontractor, if feasible. [45 C.F.R. Sectjon l64.50a(e)(l)(iii)].
Business Associate shall provide writen notification to Covered Entity of any pattem of aõtivity or
practice of a subcontractor or agent that Business Associate believes constitutes a material breach or
violation of the agent or subcontractor's obligations under fhe Conbact or Addendum or other
anangement with twenty four (24) hours of discovery and shall meet with Covered Entity to discuss
and attempt to resolve the problem as one ofthe reasonable steps to cure the breach or end the
violation.

The Business Associate shall implementand maintain sanctions against agents and
subcontractors that violate such resf¡ictions and conditions and shall mitigate the effects of any such
violation-

E Access to Protected fnformation. Business Associate shall make Protected
Information maintained by Busíness Associate or its agents or subcontractors in Designated Record
Sets available to Covered Entity for inspection and copying within ten (10) days of a request by
Covered Entity to enable Covered Entity to fiìlfill its obligations under the Frivacy Rule, including,
butnot limited to,45 c.F.R. Section 164.524. [45 cF.R. Secrion ßa5}a@)e)Gi) (E);42 c.F.R.
part2 andWelfare & lnstítutions Code Section 5328]. IfBusiness Associate maintains an
Electronic Health Record, Business Associates shall provide such information in electronic format
to enable Covered Entity to fulf¡ll its obligations under the HITECH Act, including, but not limited
to,42 U-S.C. Section 17935(e)(1). If any Individual requests access to PHI directly from Business
Associate or its agents or subcontactors, Business Associate shall notiff Covered Entity in writing
within five (5) days ofthe request.

h. Electronic PHI. IfBusiness Associate rcceives, creates, transmits or maintains
Electronic PHI on behalf of Covered Entity, Business Associates will, in addition, do the following:

(l) Develop, implemen! rnaintain and use appropriate administrative, physical, and
technical safeguards in compliance with Section 1173(d) ofthe Social Securify Act,
Tirle 42, Section 1320(s) or the United States Code and Title 45, Part 162 znd 164 of
CFR to preserve the integrþ and confidentiality of all electronically maintained or
transmitted PHI received from or on behalf of Covered Entity.

Ø Document and keep these security measures current and available for inspection by
Covered Entity.

(3) Ensure tltat any agent, including a subcontractor, to whom the Business Associate
provides Electronic PHI, agrees to implement reasonable and appropriate safeguards
fo protect it. Agencies which the County has designated as HMIS service providers
are not agents or subcontraetors of Contactor for pwposes of this provision.

(4) Report to the Covered Entity any Security Incident of which it becomes aware- For
. the purposes ofthis BAA and the Agreement, Security Incident means, as set forth in

45 C.F.R. Section 164.304,'the attempted or successful unauthorized access, use,
disclosure, modification, ordestruction of information or interference with system
operations in an information system." Security incident shall not include, (a)
unsuccessful attempts to penetrate computer networks or servers maintained by
Business Associate, or (b) immaterial incidents that occur on a routine basis, such as
general "pinging" or "denial ofservice" attacks-
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i- Amendment of PIII. Within ten (10) days of receipt of a request fi'om Covered
Entity for an amendment ofhotected Information or a record about an individual contained in a
Designated Record Set, Business Associate or its agents or subcontractors shall make such
Protected Information available to Covered Entþ for amendment and incorporate any such
amendment to enable Covered Entity to fulfill its obligations under the Privacy Rule. tf any
Individual requests an amendment ofProtected Information directly from Business Associate or its
agents ot'subconfactors, Business Associate must noti! Covered Entity in writing within five (5)
days ofthe request. Any approval ordenial of amendment ofPrctected Information maintained by
Business Associate or its agents or subcontractors shall be'the responsibility of Covered Entity.

j- Accounting Rights, Business Associate agrees to document such disclosures of PHI
and information related to such disclosures as would be required for Covcred Entity to respond to a
request by an Individual for an accounting of disclosures ofPHI in accordance with Privacy Rule
and the FIITECH Act. 142 U.S.C. Secrion 17935(c) and 45 C-FR. Section 164.5281. Business
Associate agrees to implement a process that allows for an accounting of disclosures to be collected
and maintained by Business Associate and its agents or subcontractors for at least six (6) years prior
to the request. Accounting of disclosures from an Electonic Health Record fortreatmen! payment
or health care operations purposes are required to be collected and maíntained for three (3) years
prior to tlre request, and only to the extent Business Associate maintains an electronic health record
and is zubject to this requirement-

At a minimum, the information collected and maintained shall include: (í) the date of
disclosure; (ii) the name ofthe entity or person who received Protected Information and, if known,
the address of the entity or person; (iii) a brief description of Protected Information disclosed and
(iv) a brief statement of purpose of the discloswe that reasonably informs the Individual of the basis
for the disclosure, or a copy of the Individual's authorization, or a copy of the wdtten request for
disclosure. [45 C.F.R. Section 164.528(b)]. In the event that the request for an accounting is
delivered directly to Business Associate or its agents or subcontractors, Business Associate shall
forward it to Covered Entity in writing within five (5) days ofthe request. It shall be Covered
Entit¡l's responsibility to prepare and deliver any such accounting requested. Business Associate
shall not disclose any Protected Information except as set forth in the Agreement and this BAA.

lc Governmental Access to Records. Business Associate shall make its intemal
practiceg books and records relating to the use and disclosule of Protected Information available to
Covered Entity andto the Secretary of the U.S. Department of Health and Human Services (the
"Secretary') for pwposes of determining Business Associate's compliance with the Privacy Rule

[45 C.F.R. Section 165.504(e)(2xiÐ(0. Business Associate shall concurrently provide to Covered
Entity a copy of any internal practices, books, and records relating the use and disclosure ofPHI
that Business Associate provides to the Secretary.

l. Minimum Necessary. Business Associate and its agents or subcontractors shall
request use and disclose only the minimum amount of Protected [nformation reasonably necessary

to accomplish the purpose ofthe request, use, or disclosure in accordancewilh 42 U-S.C. Section
17935(b). Business Associate understands and agrees that the definition of "minimum necessary" is
defined in HIPAA and may be modified by the Secretary. Each pafi has an obligation to keep itself
informed of guidance issued by the Secrctary with respect to what constitutes "minimum necessary."
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m. Adherence to the Requirements of 42 C.F.R Business Associate acknowledges
that in receiving, transmitting, tmnspofting, storing, processing or otberwise dealing with patient
records and information in connection with providing drug testing services to patients covered by
SCVHHS under this Agreement and BAA, it is fully bound by the regulations goveming
confidentiality of alcohol and drug abuse patient records, 42 C.F.R. Section 2.1, et seq.., and,
HIPAA, and may not use or disclose tle information except as permitted or required by this BAA or
applicable law-

n. Resist Efforts in Judicial Procedures. Business Associates agree to resist any
efforts in judicial proceedings to obtain access to the protected information except as expressly
provided for in the regulations goveming the Confidentiality ofAlcohol and Drug Abuse Records,
42 C.F.R. Part2-

o' Data Ownership. Business Associate acknowledges that Business Associate has no
ownership rights with respect to the Protected Information govemed by this BAA, and all rights,
interests, and title remain vested in the County at all times.

p. Warranties and Disclosures. Business Associate assumes risk for any and all use of
PHI, excluding the use ofPHI by County designated HMIS services providers to collect selÊ
reported data- SCVHHS assumes no liability or responsibility for any errors or omissions in, or
reliance upon, the PHI, including, butnot limited to information elecfonic systems. SCVHHS
makes no representations or warr¿nties of any kind, express or implied, including but not limited to:
accuracy, completenesq or availability of content non-infringemen! merchantability or fitness for a
particular use or purpose, the fullest extent of the law. SCVHHS does not warrant that PHI is f¡ee
of viruses or other harmful components or that service will be unintemrpted or error-free, orthat
defects will be corrected.

q. Audits,InspectionandEnforcement. Withinten(10)daysofawrittenrequestby
Covercd Entity, Business Associate and its agents or subcontractors shall allow Covered Entity to
conduct a reasonable inspection ofthe facilitieq systems, books, records, agreements, policies and
procedures relating to the use or disclosure of Protected Information pursuant to this BAA for the
purpose ofdeterrnining whether Business Associate has complied with this BAA; provided,
howevel that (i) Business Associate and Covered Entity shall mutuallyagree in advance upon the
scope, timing and location ofsuch an inspection, (ii) Covered Entity shall protect the confidentiality
ofall confidential and proprietary information ofBusiness Associate to which Covered Entity has
access during the course ofsuch inspection; and (iii) Covered Entity shall execute a nondisclosure
agreement upon terms mutually agreed upon by the parties, if requested by Business Associate.

The fact that Covered Entity inspects, or fails to inspec! or has the right to inspecÇ Business
Associate's facilities, systems, books, records, agrcements, policies and procedures does not relieve
Business Associate of its responsibility to comply with the BAA, nor does Covered Entity's (i)
failure to detect or (ii) detection, but failure to notiff Business Associate or require Business
Associate's remediation of any unsatÍsfactory practices, constitute acceptance of such practice or a
waiver of Covered Entþ's enforcement rights under the Agreement or 8.4,4,, Business Associate
shall notify Covered Entity within five (5) days of leaming that Business Associate has become the
subject of an audit, compliance review, or complaint investigation by the Ofüce for Civil Rights.
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IIL Termination

a. Material Breach. A Breach by Business Associate of any provision ofthis BAA
shall constitute a material Breach ofthe Agreement and shall provide grounds for immediate
termination ofthe Agreement, any provision in the Agreement to the contrary notwithstanding. [45
C.F-R. Section 164.50a(e)(2)(iii)1.

b. Judicial orAdministrative Proceedings. Covered Entity may terminate the
Agreement, effective immediately, if (i) Business Associate is named as a defendant in a criminal
proceeding for a violation of HIPAA, the HITECH Act,42 C.F.R. Partz, the HIPAA Regulations
or othe¡ security or privacy laws or (ü) a finding or stipulation that the Business Associate has

violated any standard or requirement ofHIPAA, the HITECH Act,42 C.F.R. PartZ,the HIPAA
Regulations or other security or privacy laws is made in any adminisnative or civil proceeding in
which the party has been joined.

c. Effect of Termination. Upon termination ofthe Agreement for any reason,
Business Associate shall, at the option of Covered Entity, rehün or destroy all Protected
Information that Business Associate or its agents or subcontractors still maintain in any form, and
shall retain no copies of such Protected Information. Ifreturn or destruction is not feasible,
Business Associate shall continue to extend the protections of Section 2 of the BAA to such
information, and limit further use ofsuch PHI to those purposes that make the return or destuction
of such PHI infeasible. [45 C.F.R. Section ló4.504(e) (iD(2XI)]. IfCounty elects destruction ofthe
PHI, Business Associate shall certify in writing to County that such PHI has been destroyed.

IV. General Provisions

i- Indemnification. In addition to the indemnification language in the Agreemenl
Business Associate agrees to be responsible for, and defend indemnif, and hold harmless the
Covered Entity for any Breach of Business Associate's privacy or securþ obligations under the
AgreemenÇ including any fineq penalties and assessments that may be made against Covered Entity
or the Business Associate for any privacy breaches or late reporting and agrces to pay the cost of
and notice for any credit monitoring services.

b. Disclaimer, Covered Entity makes no wananty or representation that compliance by
Business Associate v¡ith this BAA, HIPAA, the HITECH Act, or the HIPAA Regulations will be

adequate or satisfactory for Business Associate's oliln purposes. Business Associate is solely
responsible for all decisions made by Business Associate regarding the use and safeguarding of
PHI.

c. Amendment to Comply with Law. The parties acknowledge that state and federal
laws rclating to data securit¡r and privacy are rapidly evolving arid that amendment ofthe
Agreement or BAA may be required to provide for procedures to ensure compliance with such
developments. The parties specifically agree to take such action as is necessary to implement the

standards and requirements of HIPAA, the HITECH Act, the Privacy Rule, the Security Rule and

other applicable Califomia laws relating to the security or confidentiality of PHI.

d. Upon the request of any pafi, the other parly aglees to promptly enter into
negotiations concerning the terms of an amendment to the BAA embodying written assurances
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consistent with the standards and requirements of HIPAA, the HITECH Ac! the Privacy Rule, the
Security Rule and other applicable California laws relating to úe security or confidenti;lity of pHI-

Covered Entity may terminate Contract upon thirty (30) days written notice in the event (i)
Business Associate does not promptly enter into negotiations to amend the Contract or Addendum
when reguested by Covered Entity pursuant to this section or (ii) Business Associate does not enter
into an amendment tothe Contact or Addendum providing assur'¿ulces regarding the safeguarding
of PHI that Covered Entity, in its sole discretior¡ deems sufficient to satisfo the standards and
requirements of applicable laws.

e. Assistance in Litigation of Administrative Proceedings. Business associate shall
notiff Covered Entity within forty-eight (48) hours of any litigation or administrative proceedings
commenced against Business Associate or its agents or subcontractors. Business Associate shall
make itself,, and any subcontractors, employees or agents assisting Business Associate in the
performance of its obligations under the Agreement or BAA, available to Covered Entiry, at no cost
to Covered Entity, to testiff as witnesses, or otherwise, in the eventbf litigation or administrative
proceedings being commenced against Covered Entity, its directors, officers or employees based
upon a claimed violation of HIPAA, the HITECH Act, the Privacy Rule, the Security Rule, or other
laws relating to security and privacy, except where Business Associate or its subcontractor,
employee or agent is named as an adverse parfy.

f. No Third-Party Beneficiaries. Nothing express or implied in the Agreement or this
BAA is intended to confer, nor shall anything herein confe¡ upon any psrson otherthan Covered
Entities, Business Associate and their respective successors or assigns, any rights, remedies,
obligations or liabilities whatsoever.

g. Effect on Agreement. Except as specifically required to implement the purposes of
the BAA' or to the extent inconsistent with this BAA, all other terms of the Agreement shall remain
in force and effect.

h. fnterpretation. The BAA shall be interpreted as broadly as necessaryto implement
and comply with HIPAA, the HITECH Acl the Privacy Rule and the Security Rule. The parties
agree that any ambiguity in this BAA shall be resolved in favor of a meaning that complies and is
consistent with HIPAA, the HITECH Act,42 Code of Federal Regulations ("C.F.R.') Part 2, the
Privacy Rule and the Security Rule and other applicable California laws relating to the securþ or
confidentiality ofPHI.

i. Governing Law, Venue. This agreement has been executed and delivered in, and
shall be construed and enforced in accordance with, the laws of the State of California. Proper
venue for legal action regarding this Agreement shall be in the County of Santa Clara.

¡- Suruivorship. The respective rights and responsibilities of Busiriess Associate
related to the handling ofPHI survive termination ofthis Agreement.
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