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AGREEMENT BETWEEN THE COUNTY OF SANTA CLARA AND BITFOCUS INC.
REGARDING THE HOMELESS MANAGEMENT INFORMATION SYSTEM

This agreement (“Agreement”) is entered into, to be effective as of July 1, 2016 (“Effective Date™),
by and between the County of Santa Clara (“County”), and Bitfocus Inc. (“Service Provider” or
“Contractor”).

RECITALS

WHEREAS, the U.S. Department of Housing and Urban Development (“HUD”) provides
grant funding to communities nationwide to address homelessness;

WHEREAS each community receiving such funding must establish a local information
technology system to collect dlient-level data and data on the provision of housing and services to
homeless individuals and families known as 2 Homeless Management Information Systern (HMIS);

WHFEREAS the County has been designated as the local entity responsible for overseeing
the local HMIS system through an HMIS software solution that complies with HUD’s data
collecion, management, and reporting standards;

WEHEREAS, Service Provider has substantial experienice and expertise in the creation of a
hosted third-party “software as a service” HMIS system for local communities (the “Services,” as
further desctibed herein) in accordance with HUD standards; and

WHEREAS, Service Provider has agreed to provide the Services to County, all on the terms
and conditions set forth herein.

NOW, THEREFORE, in consideration of the mutual covenants and representations set
forth in this Agreement, the parties hereby agree as follows:

TERMS
1. The Services.

1.1 Purpose: Term. This Agreement sets forth the terms and conditions under which
Service Provider agrees to license certain hosted “software as a service” and provide
all other services, data import/export, monitoring, suppott, backup and recovery,
change management, technology upgrades, and training necessary for County’s
productive use of such software (the “Setvices”), as further set forth on an Exhibit
A. The Agreement and each Exhibit A shall remain in effect unless terminated as
provided herein.

1.2 Time of Service Provider Performance of Services. For the term of the applicable
Exhibit A, as the same may be amended, Service Provider shall provide the Services

during the applicable Service Windows and in accordance with the applicable Service
Levels, each as described in an Exhibit A, time being of the essence.

1.3 Control of Services. Unless otherwise specified in this Agreement, the method and
means of providing the Services shall be under the exclusive control, management,
and supervision of Service Provider, giving due consideration to the requests of

County.
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1.4

1.5

1.6

1.7

Backup and Recovery of Counry Data. As 2 part of the Services, Service Provider is

responsible for maintaining a backup of County Data, for an orderly and tmely
recovery of such data in the event that the Services may be interrupted. Unless
otherwise described in an Exhibit A, Scrvice Provider shall maintain a
contemporaneous backup of County Data that can be recovered within one (1) day
at any point in ume. Additionally, Service Provider shall store a backup of County
Data in an off-site “hardened” facility no less than weekly, maintaining the security
of County Data, the secutity requirements of which are further described herein.

Non-exclysivity. Nothing herein shall be deemed to preclude County from retaining
the services of other persons or entdés undertaking the same or similar functions as
those undertaken by Service Provider hereunder.

Subcontractors. Service Provider shall not enter into any subcontracts for the
performance of the Services, or assign or transfer any of its rights or obligations
under this Agreement, without County’s prior written consent and any attempt to do
50 shall be void and without further effect. County’s consent to Service Providet’s
right to subcontract any of the Services shall not relieve Service Provider of any of its
duties or obligations under this Agreement, and Service Provider shall indemnify and
hold County harmless from any payment required to be paid to any such

subcontractors.

Change Control Procedure. County may, upon written notice, request increascs or

decreases to the scope of the Services under an Exhibit A. Tf County requests an
increase in the scope, County shall notify Service Provider, and, not more than five
(5) bustness days (or other mutually agreed upon period) after receiving the request,
Service Provider shall notify County whether ot not the change has an associated
cost impact. If County approves, County shall issue a change control, which will be
executed by the Service Provider. County shall have the tight to decrease the scope
and the fee for an Exhibit A will be reduced accordingly.

2. JTerm and Termination.

21

2.3

Term. Unless this Agreement is extended or terminated earlier in accordance with
the rerms set forth herein, this Agreement shall commence on the Effective Date

and continue untﬂw.

Termination for Cause. If either party matedally breaches any of its duties or
obligations hereunder, including three periods of successive failure of Service
Provider to meet a Service Level, and such breach is not cured, or the breaching
party is not diligently pursuing a cure to the non-breaching party’s sole satisfaction,
within thirty (30) calendar days after written notice of the breach, then the
non-breaching patty may tctminarte this Agrecment for cause as of a date specified in
such notice.

lermination for Bankruprtey. If either Party 1s adjudged to be bankrupt or should

have a general assignment for the benefit of its creditors, or if a receiver should be
appointed on account of the Party’s insolvency, either Party may terminate this
Agrecment immediately without penalty.

Budgetary Conongency. This Agreement is contingent upon the appropriation of
sufficient funding by the County for the Deliverables and/or services covered by this
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2.6
2.6.1

262

2.6.3

Agreement. If funding is reduced or deleted by the County for the Deliverables

and/or services covered by this Agreement, the County has the option to either

terminate this Agreement with no liability occurring to the County or to offer an
amendment to this Agreement indicating the teduced amount.

Payments Upon Termination. Upon the expiration ot termination of this Agreement
for any reason, County shall pay to Service Provider all undisputed amounts due and
payable hereunder.

Return of Materials.

Upon expiration or eatlier termination of this Agreement, Scrvice Provider shall,
immediately upon termination of this Agreement, create a copy of the County
database and provide said copy to the County. Service Provider shall there after
destroy and certify the destruction of any County Data within the possession of
Setvice Provider.

A Copy of County database will also be provided to County upon wtitten request
for a fee of $300 pet copy plus delivety charges. Copies of County data will be
provided on CDs or other mutually agreed upon media. Unless otherwise
specified in writing, copies of data will be delivered to County within seven (“77)
working days to receipt of written request.

The parties agree to work in good faith to execute the foregoing in a timely and
efficient manner. This Section shall survive the termination of this Agreement

3. Termination Assistance Services. Provided that this Agreement has not been terminated by
Service Provider due to County’s failure to pay any undisputed amount due Service Provider,
Service Provider will provide to County and/or to the supplier selected by County (such
supplicr shall be known as the “Successor Service Provider™), assistance reasonably
requested by County in order to effect the orderly transition of the applicable Services, in
whole or in part, to County or to Successor Service Provider (such assistance shall be known
as the “Termination Assistance Setvices™) duting the ninety (90) calendar day period ptiot
to, and/or following, the expiration or termination of this Agreement in whole or in part
(such pericd shall be known as the “Termination Assistance Period”). Such Termination
Assistance Services tnay include:

31

32

33

34

35

developing a plan for the orderly transition of the terminated or expired Services
from Service Provider to County or the Successor Service Provider;

providing reasonable training to County staff or the Successor Service Provider in
the performance of the Services then being petformed by Service Providet;

using commetcially teasonable efforts to assist County in acquiring any necessary
rights to legally and physically access and use any third-party technologies and
documentation then being used by Service Provider in connection with the Services;

using commercially reasonable efforts to make available to County, pursuant to
mutually agreeable terms and conditions, any third-party services then being used by
Service Provider in connection with the Services; and,

such other activities as may be necessary to effectuate the orderly transition of
Services to Successor Service Provider that are mutually agreed upon by the Parties.
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3.6

The provisions of this Section shall survive the termination of this Agreement.

4. Services Levels.

4.1

42

Service Levels Reviews. Service Provider and County will meet as often as shall be
rcasonably requested by County, but no mote than monthly, to review the
performance of Service Provider as it telates to the Service Tevels further described
in Exhibit A. A Meeting shall be deemed Virtual unless otherwise requested by
Counry.

Failure to Meet Service Levels. As further described in Exhibic A, in the event
Service Provider does not meet any of the requisite Service Levels, Service Provider
shall: (a) reduce the applicable monthly invoice to County by the amount of the
applicable Performance Credits as a credit, and not as liquidated damages; and, (b)
use its best efforts to ensure that any untnet Service Level is subsequently met.
Notwithstanding the foregoing, Setvice Provider will use commercially reasonable
efforts to minimize the impact or duration of any outage, interruption, or
degradation of Service.

5. Invoicing and Payment. County shall be responsible for and shall pay to Service Provider the
fees as further described in Exhibit A, subject to the terms and conditions contained therein.
However, the maximurmn compensation to be paid to the Service Provider under this Agreement
shall not exceed $167,300.

5.1

!Jl
SV

55

56

Billing Procedures. Unless otherwise provided for under Exhibit A, Service Provider
shall bill to County the sums due pursuant to Exhibit A by Service Provider’s
invoice, which shall contain: (2} County purchase otder number, if any, and invoice
number; (b) description of Services rendered; (c) the Services fee or portion thereof
that is due; (d); taxes, if any; and, (e) total amount due.

Credits. Any amounts due from Service Provider may be applied by County against
any fees due to Service Providet.

Non-binding Terms. Any tetms and conditions that are included in a Service
Provider invoice shall be deemed to be solely for the convenience of the parties, 2nd
no such term or condition shall be binding upon County.

Taxes. Service Provider represents and warrants that it is an independent contractor
for purposes of federal, state, and local employment taxes. Service Provider agrees
that County is not responsible to collect or withhold any such taxes, including
income tax withholding and social security contributions, for Service Provider. Any
and all taxes, interest or penalties, mcluding any federal, state, or local withholding or
employment taxes, imposed, assessed, or levied as a result of this Agreement shall be
paid or withheld by Service Provider.

Invoicing. Contractor shall invoice according with the pricing set forth in Exhibit A.
County will not apptove any invoices for Deliverables and/or scrvices not
specifically listec in the Agreement.

Disputed invoices. [f County disputes any charge(s) on an invoice, the County may
withhold the disputed amount, provided that (a) there is a reasonable basis for the
dispute, (b) 21l other amounts that are not in dispute have been paid in accordance
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5.7

with this Agreement, and (c) the County delivers a written statement to Contractot
on or before the due date of the invoice, describing in detail the basis of the dispute
and the amount being withheld by the County. The partes shall then meet and
confer to resolve the dispute.

Payment Term. The parties agree that the payment term shall be the term selected
below and payment shall be due in accordance with the sclected payment term. For
example, if Contractot selects 2.25% 10 Net 45 as the payment term, payment shall
be due 10 days from the date the County approves the invoice, instead of 45 days,
and the County shall take a discount of 2.25% of the total amount of the invoice.
Payment is deemed to have been made on the date the County mails the warrant or
nitiates the clectronic fund transfer.

__2.25% 10 Net 45 (provides 35 days of cash acceleration)
__2.00% 15 Net 45 (provides 30 days of cash acceleration)
__1.75% 20 Nct 45 (provides 25 days of cash acceleration)
_1.33% 25 Net 45 (provides 20 days of cash acceleration)
__1.00% 30 Net 45 (provides 15 days of cash acceleration)
X Net 45 (full payment)

Note: Payment term will default to “Net 45 (full payment)”, if no other term was selected.

5.8

Notwithstanding the option selected above, the parties agtce that at any time duting
the contract term, either party may initiate an eatly payment discount on an invoice-
by-invoice basis utilizing the Dynamic Discounting functionality of the Ariba
Network. Contractor must have a registered account on the Ariba Network to utilize
this functionaliry.

Miscellaneous. County shall not make payments poor to receipt of deliverables
and/or services (i.e. the County will not make “advance payments™) or for pardal
delivery. County will not pay late payment charges or fees.

6. County Resources and Scrvice Provider Resources. In accordance with the tetms set forth in

Exhibit A, each party shall provide certain resources (County Resources and Service

Provider Resources, as the case may be) to the other party as County and Service Provider
may mutually deem necessary to perform the Services.

6.1

6.2

County Resources. If so described in an Exhibir A, where County provides
resources {¢.g., technology equipment) to Service Provider that are reasonably
required for the exclusive purpose of providing the Services, Service Provider agrees
to keep such resources in good order and not permit waste (ameliorative or
otherwise) or damage to the same. Service Provider shall return the resources to
County in substantially the same condition as when Service Provider began using thc
sarne, ordinary weat and tear excepted. County shall provide the County Resources,
if any, described in an Exhibit A.

Service Provider Resources. In addition to any Service Provider Resources described
in an Exhibit A, the Sctvice Provider shall, at a minimum, provide all of the
resources necessary to ensure that the Services continue uninterrupted, considering
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the applicable Service Windows and Service Levels, that County Data is secure to the
standards and satisfaction of County, and provide for an optimal responsc timc for
County’s users of the Services. Where Service Provider fails to provide such minimal
Service Provider Resources, County shall have the right to immediately terminate this
Agreement or the applicable Exhibit A, in whole or in part, without liability.

7. Representations and Warrandes.

71 Mutual Representations and Warranties. Each of County and Setrvice Provider
represent and warrant that:

7.1.1 it is a business duly incorporated, 501(c)(3) non-profit or government entity
validly existing, and in good standing under the laws of its state of
incorporation;

7.12 it has all requisite corporate power, financial capacity, and authority to
execute, deliver, and perform its obligations under this Agreement;

7.1.3  this Agreement, when cxecuted and delivered, shall be 2 valid and binding
obligation of it enfotceable in accordance with its terms;

7.1.4  the execution, delivery, and performance of this Agreement has been duly
authotized by it and this Agreement constitutes the legal, valid, and binding
agreement of it and is enforceable against it in accordance with its terms,
except as the enforceability thereof may be limited by bankruptcy,
insolvency, reorganizations, moratorjums, and similar laws affecting creditors'
tights generally and by general equitable principles;

7.15 it shall comply with all applicable federal, state, local, international, or other
laws and regulations applicable to the performance by it of its obligations
under this Agreement and shall obtain all applicable permits and licenses
required of itin connection with its obligations under this Agreement; and,

7.1.6  thereis no outstanding litigation, arbitrated matter or other dispute to which
it is a party which, if decided unfavorably to it, would reasonably be expected
to have a potential or actual material adverse effect on its abilicy to fulfill its
obligations under this Agreement.

7.2 By Service Provider. Setvice Provider tepresents and warrants that:

7.2.1  Service Provider is possessed of superior knowledge with respect to the
Services;

7.22  Service Provider knows the particular purpose for which the Services are
required;

7.2.3  the Services to be petformed undet this Agrcement shall be performed in a
competent and professional manner and in accordance with the highest
professional standards;

7.2.4  Service Provider has the experience and is qualified to petform the tasks
involved with providing the Services in an efficient and timely manner.
Service Provider acknowledges that County is relying on Service Providet's
representation of its experience and expertise, and that any substantial
mistepresentation may result in damage to County;
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7.25  the Services will achieve in all matcrial respects the functionality described in
Exhibit A and the documentaton of Scrvice Provider, and that such
functionality shall be maintained during the Term;

7.2.6  Service Provider will use its best efforts to cnsure that no computer viruses,
malwate, or similar items (collectively, the “Virus™) are introduced into
County’s computer and network environment while performing the Services,
that Service Provider will adhere to County’s then current procedures to
protect against the same, and that, where Service Provider transfers such
Virus to County through the Services.

8. County Data.

9.

81

8.2

8.3

8.4

8.5

“County Data” shall mean data and information received by Contractor from County or
any agency participating in the County HMIS system. As between Contractor and
County, all County Data shall remain the property of the County. Contractor shall not
acquire any ownership interest in the County Data.

Contractor shall not, without County’s written permission consent, use or disclose the
County Data other than in the performance of its obligadons under this Agreement.

Contractor shall be responsible for establishing and maintaining an information security
program that is designed to ensure the security and confidendality of County Data,
protect against any anticipated threats or hazards to the secutity or integrity of County
Data, protect against unauthorized access to or use of County Data that could result in
substantial harm or inconvenience to County or any end uscrs; and ensurc the proper
disposal of County data upon terminaton of this Agreement.

Contractor shall take appropriate action to address any incident of unauthorzed access
to County Data, including addressing and/or remedying the issue that resulted in such
unauthorized access, notifying County as soon as possible of any incident of
unauthotized access to County Data, or any other breach in Contractot’s security that
materially affects County ot end users; and be tesponsible for ensuring compliance by its
officers, employees, agents, and subcontractors with the confidentality provisions
hereof.

Should confidential and/or legally protected County Data be divulged to unauthorzed
third parties, Contractor shall comply with all applicable federal and state laws and
regulations, including but not limited to California Civil Code Sections 1798.29 and
1798.82, at Contractor’s sole expense. Contractor shall not charge the County for any
expenses associated with Contractor’s compliance with the obligations sert forth in this
scction.

Confidennalicy and Protection of County Data. In receiving, maintaining, using, and disposing of
County Data, Service Provider will comply with all applicable state and federal laws including but

not limited to:

91
9.2

9.3

The Health Insurance Portability and Accountability Act (FIIPAA).

The Health Information Technology for Economic and Clinical Health Act (HITECH
Act);

California Welfare and Institutions Code sectdon 5328; and
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94

Federal and state constitutional and statutory provisions protecting the privacy of non-
health-related private information, including but not limited to criminal-justice and
public benefit-related information.

Further, Service Provider will comply with all terms of the attached Business Associate
Agreement, which is incorporated herein by this reference as Exhibit C.

10. Proprierary Rights.

10.1

10.2

10.3

104

Pre-existing Marerials. County acknowledges that, in the course of performing the
Services, Service Provider may use software and related processes, instructions,
methods, and techniques that have been previously developed by Service Provider
{collectively, the “Pre-existing Materials”) and that same shall rcmain the sole and
exclusive property of Service Provider.

Data of County. County’s information, or any derivatives thereof, contained in any
Service Provider tepository (the “County Data,” shall be and remain the sole and
exclusive property of County. County shall be entitled to an export of County Data,
upon the request of County and upon tetmination of this Agtcement or Exhibit A.
Service Provider is provided a license to County Data hereunder for the sole and
exclusive putpose of providing the Services, iticluding a license to store, recotd,
transmit, maintain, and display County Data only to the extent necessary in the
provisioning of the Services.

No License. Except as expressly set forth herein, no license is granted by either
party to the other with respect to Pre-existing Materials, or County Data. Nothing in
this Agreement shall be construed to grant to either party any ownership or other
interest in Pre-existing Matedals or County Data, except as may be provided under a
license specifically applicable to such Confidential Information, Pre-existing
Matetials, or County Data.

The provisions of this Section shall survive the termination of this Agteement.

11. Informarion Security. Setvice Provider acknowledges that County has implemented an
information secutity progtam (the County Information Sccurity Program, as the same may
be amended) to protect County’s information assets, such information assets as further
defined and classified in the County Information Securtty Program (collectively, the
“Protected Data”). Where Service Provider has access to the Protected Data, Service
Provider acknowledges and agrees to the following.

11.1

Undertaking by Service Provider.  Without limiting Service Provider’s obligation of
confidentiality as further desctibed herein, Setvice Provider shall be responsible for
cstablishing and maintaining an information secutity program that is designed to: (i)
ensure the security and confidentality of the Protected Data; (if) protect against any
anticipated threats or hazards to the security or integrity of the Protected Data; (iii)
protect against unauthorized access to ot use of the Protected Data; (iv) ensure the
proper disposal of Protected Data; and, (v) ensure that all subcontractors of Service
Provider, if any, comply with all of the foregoing. In no case shall the safeguards of
Service Provider’s information security program be less stringent than the
information secutity safeguards uscd by the County Information Security Program as
provided by County to Setvice Provider for this purpose. The County Information
Security Program is Confidential Information of County.
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12. Insurance and Indemnification. The Courty’s standard insurance and indemnificadon
requirements for contracts exceeding $100,000 are hereby incorporated by this reference as
Exhibit B to this Agreement.

13. General.

13.1

13.2

133

134

13.5

Relarionship berween Counry and Service Provider. Service Provider tepresents and

warrants that it is an independent contractor with no authority to contract for
County or in any way to bind ot to commit County tb any agreement of any kind or
to assume any liabilities of any nature in the name of or on behalf of County. Under
no circumstances shall Service Provider, or any of its staff, if any, hold itself out as or
be considered an agent employee, joint venture, or partner of County. In
recognition of Service Provider’s status as independent contractor, County shall carry
no Workers” Compensation insurance or any health or accident insurance to cover
Service Provider or Service Provider’s agents or staff, if any. County shall not pay
any contributions to Soctal Security, unemployment insurance, federal or state
withholding taxes, any other applicable taxes whether federal, state, or local, nor
provide any other contributions or benefits which might be expected in an employet-
employee reladonship. Neither Service Provider nor its staff, if any, shall be eligible
for, participatc in, or accrue any direct or indirect benefit undet any other
compensation, benefit, or pension plan of County.

Governing Law, Venue This Agreement has been cxecurted and delivered in, and
shall be construed and enforced in accordance with, the laws of the State of
California. Proper venue for legal action regarding this Agreement shall be in the
County of Santa Clara.

Compliance With Laws; Counry Pelicies and Procedures. Both parties agree to

comply with all applicable federal, state, and local laws, executive orders and
regulations issued, where applicable. Service Provider shall comply with County
policies and procedures where the same are posted, conveyed, ot otherwise made
available to Service Provider.

Cooperation. Where agreement, approval, acceptance, consent or sitnilar acton by
cither party hereto is required by any provision of this Agreement, such action shall
not be unreasonably delayecd or withheld. Each party will cooperate with the other
by, among other things, making available, as reasonably requested by the other,
management decisions, information, approvals, and acceptances in order that each
party may propetly accomplish its obligations and responsibilities hereunder.
Service Provider will coopetate with any County supplier petforming services, and all
parties supplying hardware, software, communication setvices, and other services
and products to County, including, without limitation, the Successor Service
Provider. Service Provider agrees to cooperate with such suppliers, and shall not
commit or permit any act which may intetfere with the performance of services by
any such supplier.

Force Majeure. Neither party shall be liable for delays or any failure to petform the
Services or this Agrcerment due to causes beyond its reasonable control. Such delays
include, but are not limited to, fire, explosion, flood or other natural catastrophe,
governmental legislation, acts, orders, or regulation, strikes or labor difficulties, to
the extent not occasioned by the fault or negligence of the delayed party. Any such
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13.6

13.7

13.8

13.9

13.10

1311

excusc for dclay shall last only as long as the event remains beyond the reasonable
control of the delayed party. However, the delayed party shall use its best efforts to
minimize the delays caused by any such event beyond its reasonable control. Where
Service Provider fails to use its best efforts to minimize such delays, the delays shall
be included in the determinaton of Service Level achievement. The delayed party
must notify the other party promptly upon the occurrence of any such even, or
performance by the delayed party will not be considered excused pursuant to this
Section, and inform the other party of its plans to resume performance. A force
majeutc cvent does not excuse Service Provider from providing Setvices and
fulfilling its responsibilities relating to the requirements of backup and recovery of
County Data. Configuration changes, other changes, viruses / malware, or other
errots ot omissions introduced, or permitted to be introduced, by Service Provider
that result in an outage or inability for County to use the Services shall not constitute
a force majeure event.

No Waiver. The failure of either party at any tite to tequire petformance by the
other party of any provision of this Agreement shall in no way affect that party's
right to enforce such provisions, nor shall the waiver by either patty of any breach of
any provision of this Agreement be taken or held to be a watver of any further
breach of the same provision.

Notices. Any notice given pursuant to this Agreement shall be in writing and shall
be given by personal service or by United States cettified mail, return receipt
requested, postage prepaid to the addresses appeating at the end of this Agreement,
or as changed through written notice to the other party. Notice given by petsonal
service shall be deemed effective on the date it is delivered to the addressee, and
notice mailed shall be deemed effective on the third day following its placement in
the mail addressed to the addressee.

Assignment of Agreement. This Agreement and the obligations of Service Provider
hereunder are personal to Service Provider and its staff. Neither Service Provider
nOr any successor, receiver, or assignee of Service Provider shall directly or indirectly
assign this Agreement or the rights or duties created by this Agreement, whether
such assignment is effected in connection with a sale of Service Provider's assets or
stock or through merger, an insolvency proceeding or otherwise, without the priot
written consent of County.

Counterparts; Facsimile. This Agreement may be executed in one ot more
counterparts, each of which shall be deemed an original, bur all of which together
shall constitute one and the same Agteement. The parties agree that a facsimile or
PDF signature may substirute for and have the same legal effect as the original
signature.

Enrire Agreement. This Agreement and its attached exhibits constitute the entire
agreement between the partics and supersede any and all previous representations,
understandings, or agreements between County and Service Provider as to the
subject matter hereof. This Agreement may only be amended by an instrument in
writng signed by the parties.

Cumulative Remedies. All rights and remedies of County herein shall be in addidon
to all other rghts and remedies available at law or in equity, including, without
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1312

1313

13.14

13.15

13.16

limiration, specific performance against Service Provider for the enforcement of this
Agtcement, and temporary and permanent injunctive relief.

Liens, Claims, and Encumbrances. The Contractor represents and warrants that all

the deliverables and/or materials ordcred and delivered are free and clear of all liens,
claims or encumbrances of any kind. Contractor represents and warrants that it has
free and clear title (including any and all intellectual property rights) to the
deliverables and/or materials purchased by County.

Intellectual Property Indemniry. Contractor represents and warrants for the benefit

of the County and its users that, to its knowledge, as of the effective date of this
Agreement, Contractor is the exclusive owner of all dghts, title and interest in the
Deliverables and/or services provided pursuant to this Agreement. Contractor shall
defend, indemnify and hold the County harmless against any claim, action or
litiganon (including but not limited to all judgments, costs, fees, and reasonable
attorney’s fees) by a third party alleging the Deliverables and/or services provided
pursuant to this Agreement infringe upon any intellectual property rights of third
parties. This indemnity and duty to defend is in addition to and does not supetsede
the requirements stated in VII of this agreement.

Acceprance. County shall have thirty (30) days from the date of delivery or
installation, whichever is later, to inspect and test the delivetables from professional
scrvices. If County determines that such deliverables and/or services do not meet
the specifications and/ ot requirements set forth in this Agreement, County may
reject such deliverables and/or services by providing written notice to Contractot.
Contractor shall then have a reasonable petiod to cute the defect, but in no event
longcr than thirty (30) days. If Contractor is unable to cure the defect, County may
immediately terminate the applicable professional services work for cause.

Ambiguities. Any rule of construction to the effect that ambiguities are to be
resolved against the drafting party does not apply in interpreting this Agreement.
Should any ambiguities or conflicts between contract terms and conditions contained
in this Agreement and its exhibits exist, the terms and conditions in this Agreement
shall control over its exhibits.

Third Party Benefidarics. This agreement does not, and is not intended to, confer
any nights or remedies upon any person ot entity other than the pardes.

14. County Standard Terms and Conditions.

141

California Public Records Act Indemnity. The County is a public agency subject to
the disclosure requirements of the California Public Records Act (“CPRA™). If

Contractor contends that any documents are Contractor’s confidential or proprietary
material, not subject to the CPRA, and/or exempt from the CPRA, and Contractor
wishes to prevent disclosure of said documents, Contractor shall obtain a protective
otder, injunctive telief or other appropriate remedy from a court of law in Santa
Clara County before the County’s deadline for responding to the CPRA request. If
Contractot fails to obtain such remedy within County’s deadline for responding to
the CPRA request, County may disclose the requested information without liability.
Contractor shall defend, indemnify and hold the County harmless against any claim,
action ot litigadon (including but not limited to all judgments, costs, fees, and
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14.3

144

145

14.6

reasonable attorney’s fees) that may result from denial, withholding or redaction of a
CPRA request for information arsing from any representation, or any action (or
mnaction), by the Contractor.

Cooperation With Review. Contractor shall cooperate with County’s periodic review
of Contractor’s performance to insure compliance with this Agreement. Contractor
shall make itself available (at no cost to County) to review the progtess of the project
and Agreement, as requested by the Counrty.

Grant Agreements. Service Provider will cooperate with County in complying with
the provided terms of all federal, state, and philanthropic funding agreements under
which the County is a Grantee that apply to the services performed under this
Agreement.

Audit Rights. Pursuant to California Government Code Section 8546.7, the parties
acknowledge and agree that every contract involving the expenditure of public funds
in excess of Ten Thousand Dollats ($10,000 USD) shall be subject to audit by the
State Auditor. All payments made under this Agteement shall be subject to an audit
at County’s option, and shall be adjusted in accordance with said audit. Adjustments
that are found necessary as a tesult of auditing may be made from current billings.
Contractor shall be responsible for receiving, replying to, and complying with any
audit exceptions set forth in any County, state, or federal audits. Contractor shall pay
to County the full amount of any audit determined to be due as a result of County
audit exceptions. This provision is in addition to other inspection and access rights
specified i this Agreement.

Access and Rerention of Records and Provision of Reports. Contractor shall
maintain financial records adequate to show that County funds paid were used for
purponses consistent with the terms of the Agreement between Contractor and
County. Records shall be maintained during the terms of the Agreement and for 2
period of four (4) years from its termination, or until all claims have been resolved,
whichever period is longer, unless a longer petiod is required under any contract. All
books, records, reports, and accounts maintained pursuant to the Agreement, or
related to the Contractor's activites under the Agreement, shall be open to
inspection, examinaton, and audit by County, federal and state regulatory agencies.
County shall have the right to obtain copies of any and all of the books and records
maintained pursuant to the Agreement, upon the payment of reasonable charges for
the copying of such records. Contractor shall provide annual reports dhat include, at
minimum, (i) the total contract release purchase ordet value for the County as 2
whole and individual County departments, (if) the number of orders placed, the
breakdown (by County ID/department and County) of the quantity and dollar
arnount of each product and/or sexrvice ordered per year.

Contracting Principles. Contractor agrees to comply with the County’s Contractng
Prnciples set forth in the Board Policy Manual section 5.5.5.4. The Contracting
Principles require, among other things, that Contractor be a fiscally responsible entity
and treat its employees faicly. Contractor is also required to (1) comply with all
applicable federal, state and local rules, regulations and laws; (2) maintain financial
records, and make those records available upon request; (3) provide to the County
copies of any financial audits that have been completed during the term of the
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14.8

149

14.10

contract; and (4) upon the County's request, provide the County reasonable access,
through tepresentatives of the Contractor, to facilities, financial and employee
tecords thar are related to the purpose of the contract, except where prohibited by
federal or state laws, regulations or tules.

No Smoking. Contractor and its employecs, agents and subcontractors, shall comply
with the County’s No-Smoking Policy, as set forth in the Board of Supervisors
Policy Manual section 3.47 (as amended from time to time), which prohibits
smoking: (1} at the Santa Clara Valley Medical Center Campus and all County-
owned and operated health facilities, (2) within 30 feet surrounding County-owned
buildings and lcased buildings where the County is the sole occupant, and (3) in all
County vehides.

Food and Beverage Standards. Except in the cvent of an emergency or medical

necessity, the following nutritional standards shall apply to any foods and/or
beverages purchased by Contractor with County funds for County-sponsored
meetings or events. If food is to be provided, healthier food options shall be
offered. “Healthier food options™ include (1) fruirs, vegetables, whole grains, and low
fat and low calorie foods; (2) minimally processed foods without added sugar and
with low sodiumn; (3) foods prepared using healthy cooking techniques; and (1) foods
with less than 0.5 grams of trans fat pet serving. Whenever possible, Contractor shall
(1) offer seasonal and local produce; (2) serve fruit instead of sugary, high calorie
desserts; (3) attempt to accommodate special, dietary and cultural needs; and (4} post
nutritional information and/or a list of ingredients for iterns served. If meals are to
be provided, a vegetarian option shall be provided, and the Contractor sheuld
consider providing a vegan option. If pre-packaged snack foods ate provided, the
items shall contain: (1) no motc than 35% of calories from fat, unless the snack food
iterns consist solely of nuts or seeds; (2) no mote than 10% of calotics from
saturated fat; (3) zero trans fat; (4) no more than 35% of total weight from sugax and
caloric sweeteners, except for fruits and vegetables with no added sweeteners or fats;
and (5) no mote than 360 mg of sodium per serving. If beverages are to be
provided, beverages that meet the County’s nutritional ctiteria are (1) water wath no
caloric sweeteners; (2) unsweetened coffee or tea, provided that sugar and sugar
substitutes may be provided as condiments; (3) unsweetened, unflavored, reduced fat
(etther nonfat or 1% low fat) dairy milk; (4) plant-derived milk (e.g., soy milk, rice
milk, and almond milk) with no more than 130 calories per 8 ounce serving; (5)
100% fruit or vegetable juice (imited to a maximum of § ounces per container); and
(6) other low-calorie beverages (including tea and/or diet soda) that do not exceed
40 calorics per 8 ounce serving. Sugar-sweetened beverages shall not be provided.

Assionment of Clayton Act, Cartwright Act Claims. Contractor shall assign to the
County all rights, title, and interest in and to all causes of action it may have under
Section 4 of the Clayton Act (15 U.S.C. Sec. 15) ot under the Cartwright Act
(Chapter 2 (commencing with Section 16700) of Part 2 of Division 7 of the Business
and Professions Code), arising from purchases of goods, materials, or services by the
Contractor for sale to the County pursuant to this Agreement.

Conflict of Interest. Contractor shall comply, and require its subconrtractors to
comply, with all applicable (i) requirements goveming avoidance of impermissible
client conflicts; and (i) federal, state and local conflict of interest laws and
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14.14

regulations including, without limitation, California Government Code section 1090
ef. seq., the California Political Reform Act (California Government Code section
87100 ¢t. seq.) and the regulations of the Fair Political Practices Commission
concerning disclosure and disqualification (2 California Code of Regulations section
18700 ez seq.). Failure to do so constitutes a matetial breach of this Agreement and is
grounds for immediate termination of this Agreement by the County. Contractor
covenants that it presently has no interest, and will not acquire any interest, direct or
indirect, financial or otherwise, which would conflict in any manner or degree with
the performance of this Agreement. Contractor further covenants that, in the
performance of this Agreement, it will not employ any contractor or person having
such an interest. If the disclosure provisions of the California Political Reform Act
of 1974 (“Act”) are applicable to any individual providing service under this
Agtecment, Contractor shall ensure that all such individuals identified pursuant to
this section understand that they are subject to the Act and shall conform to all
requiremnents of the Act and other laws and reguladons.

Non-Discrimination. Contractor shall comply with all applicable Federal, State, and
local laws and regulations including Santa Clara County’s policies concerning
nendiscrimination and equal opportunity in contracting.

Debarment. Contractor tepresents and wartants that it, its employces, contractors,
subcontractors or agents (collectively “Contractor”) are not suspended, debatred,
excluded, or ineligible for participation in Medicare, Medi-Cal or any other federal or
state funded health care program, or from receiving federal funds as listed in the List
of Parties Excluded from Federal Procurement or Non-procurement Programs
issued by the Federal Genetal Setvices Administration. Contractor must within
thirty (30) calendar days advise the County if, during the term of this Agreement,
Contractor becomes suspended, debarred, excluded ot ineligible for participation in
Medicare, Medi-Cal ot any other federal or state funded health care program, as
defined by 42. U.S.C. 13202-7b(f), or from receiving federal funds as listed in the List
of Parties Excluded from Federal Procurement or Non-procurement Programs
issued by the Federal General Services Administration. Contractor shall defend,
indemnify, and hold the County harmless fot any loss ot damage resulting from the
conviction, debarment, exclusion or ineligibility of the Contractot.

Use of County’s Name. Contractor may not use the hame of the County ot
reference any endorsement from the County in any fashion for any purpose, without
the prior express written consent of the County.

Wage Thefr Prevendon.

14.14.1 Compliance with Wage and Hour Laws: Contractor, and any
subcontractor it employs to complete wotk under this Agreement, must
comply with all applicable federal, state, and local wage and hour laws.
Applicable laws may include, but are not limited to, the Federal Fair Labor
Standards Act, the California Labor Code, and any local Minimum Wage
Otdinance or Living Wage Ordinance.

14.14.2 Final Judgments, Decisions, and Otrdets: For putposes of this Section, a
“tinal judgment, decision, ot order” refers to one for which all appeals
have been exhausted. Relevant investigatory government agencies include:
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14.14.3

14.14.4

14.145

14.14.6

the federal Departinent of Labor, the California Division of Labor
Standards Enforcement, a local enforcement agency, or any other
government entity tasked with the investigation and enforcement of wage
and hout laws.

Prior Judgments against Contractor and/or its Subcontractors: BY
SIGNING THIS AGREEMENT, CONTRACTOR AFFIRMS THAT
IT HAS DISCLOSED ANY FINAL JUDGMENTS, DECISIONS, OR
ORDERS TFROM A COURT OR INVESTIGATORY
GOVERNMENT AGENCY FINDING—IN THE FIVE YEARS
PRIOR TO EXECUTING THIS AGREEMENT—THAT
CONTRACTOR OR ITS SUBCONTRACTOR(S) HAS VIOLATED
ANY APPLICABLE WAGE AND HOUR LAWS. CONTRACTOR
FURTHER AFFIRMS THAT IT OR ITS SUBCONTRACTOR(S) HAS
SATISFIED AND COMPLIED WITH—OR HAS REACHED
AGREEMENT WITH THE COUNTY REGARDING THE
MANNER IN WHICH IT WILL SATISFY—ANY SUCH
JUDGMENTS, DECISIONS, OR ORDERS.

Judgments During Term of Contract: If at any time duting the term of this
Agreement, a court or investigatory government agenicy issues a final
judgment, decision, or otdet finding that Contractor or any subcontractor
it employs to petform wotk under this Agreement has violated any
applicable wage and hour law, or Contractor learns of such a judgment,
decision, or order that was not previously disclosed, Contractor must
inform the Office of the County Executive-Office of Countywide
Contracting Management (OCCM), no more than 15 days after the
judgment, decision, or order becomes final or of learning of the final
judgment, decision, or otder. Contractor and its subcontractors shall
promptly satisfy and comply with any such judgment, decision, or order,
and shall provide the Office of the County Executive-OCCM with
documentary evidence of compliance with the final judgment, decision, or
order within 5 days of satisfying the final judgment, decision, or order. The
County reserves the right to require Contractor to enter into an agreement
with the County regarding the manner in which any such final judgment,
decision, or order will be satisfied.

County’s Right to Withhold Payment: Where Contractor or any
subcontractor it employs to perform work under this Agreement has been
found in violadon of any applicable wage and hour law by a final judgment,
decision, or order of a court or government agency, the County reserves
the right to withhold payment to Contractor until such judgment, decision,
or order has been satisfied in full.

Material Breach: Failurc to comply with any part of this Section constitutes
a material breach of this Agreement. Such breach may serve as a basis for
termination of this Agreement and/or any other remedies available under
this Agreement and/or law.
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14.14.7

Notice to County Related to Wage Theft Preventon: Notice provided to
the Office of the County Executive as required under this Section shall be
addressed to: Office of the County Executive—OCCM; 70 West Hedding
Street; East Wing, 11th Floor; San José, CA 95110. The Notice provisions
of this Section are separate from any other notice provisions in this
Agreement and, accordingly, only notice provided to the above address
satisfies the notice requirements in this Section.
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Executed on the dates set forth below by the undersigned authorized representatives of the parties

to be effective as of the Effective Date.

COUNTY OF SANTA CLARA
(“&)tmty.”)

s —

— —

Name: Ky Le

Title: Director, Office of Supportive
Housing

Date:

APPROVED AS TO FORM AND
LEGALITY:

o —

Greth S. Hansen
Lead Deputy County Counsel

Date: imll_'l

Address for Notice:

Othice of Supportive Housing
Attendon: Hilary Baroga
County of Santa Clara

3180 Newberry Drive, Suite 150
San Jose, CA 95118

Bitfocus Inc.
(“Setvice Provider™)

Name: Ro
Title: President
Date:  May 19th 2016

Addtess for Notice:
Bitfocus Inc.

Attention: Robert Herdzik
548 Market St #60866

San Francisco, CA 94104
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EXHIBIT A
Setvice Provider’s “Software as a Service” Statement of Work for HMIS

This Exhibit A - Service Providet’s Software as a Service Statement of Work — is
incorporated in and governed by the terms of the Agreement by and between COUNTY OF
SANTA CLARA (“County”) and Bitfocus Inc. (“Service Provider”) datcd September 15, 2015, as
amended (the “Agreement”). In the event of a corflict between the provisions contained in the
Agreement and those contained in this Exhibir A, the provisions contained in the Agreement shall
prevail.

Services Description:

Service Provider agrees to provide authorized end usets (“Uscrs™) access to and use of its
Client and Service Management System (“System”) subject to the following terms and conditions:

1. Number of Users. Internet access will be available to 500 Enterprise Seats / 50 Manager Seats
/ 4 Administrator Seats with access rights transferable to different users by County.

2. Number of Organizations. Up to 50 Organizations/Agencies will be authorized under this
Agreement.

3. Features and Functionality. County will have full access to and use of all documented
features provided in the most recent version of the Services, including functionality to capture
and require client consent to assist the County to ensure client level data entered into the system
complies with County protected information consent requitements. Featutes found in the

Services will meet HUD HMIS Required functionality.

Support Description:

1. Standard Hosting Services. Service Provider will set up hosted Internet access for the above-
specified number of users and organizations. The setup will include services and capacites to
accommodate configuration.

2. Standard Support Services. The standard support services will be provided as specified in the
Agreement as part of the fees charged for setup and ongoing service. 1 Hour of free phone
consultation service will be provided on a monthly basis to support system growth.

3. User Management of Access Rights. Service Provider is responsible for the initial, pre-use
security and user access settings. Thereafter, County is tesponsible for the ongoing adjustment
and maintenance of data sharing settings for specific users and user access, and security rights.

4. Service Representative and Contract Management. Service Provider will assign a designated
staff to be the support liaison and contract manager for County.

5. Standard System Setup (Initial). Service Provider will provide the following system setup
actvities:
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a.  Installation. The System will be installed for use via the Internet by users authorized by
Couaty.

b. Intra-Organization Access. Service Provider will setup intra-organizational access and security
settings in accord with written specifications provided by County. Organizational level
access rights will include view, edit, add, and delete rights to system features or groups of
data, but not field level access. Standard access and security setup will include assignment
of users to Access Roles within their respective organizations. Service Provider will setup
a maximum of six (“6”) Access Roles. These Access Roles will be either defined in writdng
by County or defaults provided by Service Provider. Initial Login accounts and passwords
will be assigned by Service Provider to each user in specified access Roles within their
respective organizations.

. Inter-Organization Aecess. Service Provider will assign one (“17) data sharing setting for each
organization covered by the Agreement. This will enable each organization to define what
client or service data will be accessed by staff from other organizatons.

d.  End-User Access and Security Settings. End users authotized by County will have ability to
adjust and refine user access and security rights. Such end-user adjustments of access and
security setungs will be the responsibility of County. Service Provider will not be
responsible for access and security setdng adjustments made by County.

e.  Defanlt Access and Security Settings. Access and security rights must be setup before Service
Provider will provide system access to non-System Manager usets.

£ Traiming Data. System setup will include an alternative database for training and practice.
This training database will contain fictional data with no relationship to any real client,
organization, or user.

Service Levels:

1. Continuity of Setvice. Notwithstanding cother provisions in this contract, Scrvice Provider will
provide 99.999 percent availability. Service Provider’s standard arrangements provide continuous
service twenty-four (“24”) hours a day for seven (“77%) days a week, and guaranteed continuous
service between the hours of 5:00 AM and 9:00 PM PST during the common Monday to Friday
workweek. Service Provider guarantees, in accord with the remedies stated below, that there
would be no outage time in excess of .0075 consecutive hours or no more than .001 percent
total outage time per month. Qutage time is defined as the length of time clapsed from when
Service Provider is notified of or otherwise discovers the problem to the point of time that the
problem is remedied. Remedies for outage time longer than these parameters will be a refund or
credit equal to one hundred [100] percent of the cost of the percent of outage time pro-rata
(calculated as percent outage out of total charge for month of ourage). Requests for such
remedies must be made within the monthly billing cycle of outage time. These remedies will not
be available in cases wherc:

a. County did not notify and Service Provider did not discover the tnability to transmit or

receive data.
b. Outage time is caused by gross negligence or misconduct by County or their end-users.
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2.

c. Failure of equipment or applications that are not owned or controlled by Service
Provider.
“Acts of war ot god” and other circumstances beyond the control of Service Provider.

. Reasonable and brief scheduled and pre-announced service maintenance with a five (5
day notification.

Hosting Facilities. Hosting will be provided at facilities that are ranked as Tier 4 and Class A.
The hosting facility will provide state-of-the-art security that provides 24/7 physical and
electronic secuty, including on-site security guards, trap-door entry, keycard and biometric
access, and electronic surveillance and alarms. Other capacities of the hosting facility will
mclude fire alerts, gaseous fire suppression, sophisticated security and video camera surveillance
system; 24x7 secured, and escorted access. Battery backup, Diesel Generation and multiple
Fiber Optic connections will be provided to ensute maximum uptime and performance.

Support Response Time. Scrvice Provider will be available during normal business hours for
both Operational and Technical support. If specific arrangements are made, after hours and
weekend support will be available. These calls may require contacting an on-call representative
who will be able to assist you or make arrangements to provide needed assistance. Outside of
standard operating hours Service Provider will respond to any phone calls within four (*4”)
business hours and emails within 8 business hours of contact made to on call representative.

Backup Requirements:

1.

Backup Schedule. External hard drive backups will be made daily.

Backup. Daily data backups will be stored at the hosting site for seven (7) days.

Storage of Backup Data. After seven (7) days, external drive backups will be transferred to an
cncrypted media and stored in a secure off-site location fot one (1) year. After one (1) year,

remotely stored backup data will be fully destroyed so that said data is totally untecoverable.

County Requested Copies of Data. County may request copies of its data at any dme subject
to the conditions of this Apreement

Service Windows:

/!
//
/!

1. System Maintenance and Internet Service Support. Service Provider will install,
configure, and test all upgrades and service packs as they become available. Forthcoming
upgrades will be announced via e-mail no less than fifteen (“15”) calendar days prior to
deployment via hosting services. Setvice Provider will upon tequest, provide County with
opporttunities ro review and test these upgrades.
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Service Fees and Rates:

Item and Description | Billing Schedule | Maximum Amount |
Ongoing Charges
500 Clarity Enterprise Seats $10,000 per month | $120,000
® Includes access and operation at the Enterpdse level
per cach seat
° 20 per seat per month
50 Clarity Manager Seats $2,500 per month $30,000
e Includes Enterprise level access and operation, with
the addition of ability to customize agency preferences,
mcluding services and programs of the selected agency.
®  §50 per seat per month
4 Clarity Administrator Seats $600 per month $7,200
¢ Includes Enterprise and Manager level access and
operation with the addidon of System Administranon
management functions.
® Includes 30 Hours of Advanced Technical Assistance
per year.
» 3150 per seat per month
Training Site License July 2016 $2,500
e Clarity Training Web Site provides an implementation
specific site for training purposes and is an important
part of any Clarity installation. This service provides
optional ongoing training site operation, including
software updates in concert with the production site.
Virtusl Povate Network Maintenance and Support July 2016 $400
e Virtual Private Network (VPN) is a Clarity premiurn
service for clients seeking a secured connection to their
databasc for sophisticated reporting purposes.
e Includes 4 hours of customer support per year.
Replica Database Access and Support $600 per month $7,200
e Includes a unique VPN for direct access, given at
direction of the County, to 2 live-time replica of the
SCC HMIS darabase
Total (Maximum Amount) $167.300

1. Special Services. Additonal services will be provided only by mutual written agreement. None
of the following services are provided unless specified in separate written agreement. Services

provided by such special agreement inchude:

2. No additional Services, except those expressly listed in this agreement, are included
as part of the Software as a Service agreement. Services are handled in the System

Administration contract.

2. Recovery Services. Service Provider will give the highest priority to the reinstatement of
services for County’s impacted by system failure disasters. Service Provider will perform data
recovery services withourt charge for data loss or damage resulting only from failures of software
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and equipment provided by Service Provider. Loss due to County errot, gross negligence or
musconduct will be charged to the County. In the event of a disaster related system failure,
Service Provider will be prepated to provide the following recovery scrvices:

2. Secure and Assess Data. Immediate priority will be to secure the most recent
version of data, consult to determine guidelines for assessing quality, and running
tests to determine the status of data.

b. Restore Data as Necessary. If necessary, backup data will be used to restore all or
part of the most recent data.

c. Reinstate or Setup New Fosting Site. Pending options and needs, a functioning
system will be reinstated at the original or a new host site.

d. Restore Timeframe. Time frames for various failures are referenced in the Disaster
Recovery and Business Continuity ptreviously provided and approved by County’s
security contractor.

3. Training and Special Support Services. Agreement already includes all included setvices.
System Administration services are outlined in the separate Systern Administration
exhibit/contract

County Infrastructure Requirements:

County will be responsible for ensuring that County users have the appropratcly configured
hardware, softwate, and communication lines required for system use. Minimum requitemnents ate
as follows:

1. System Requirements. Unless otherwise agreed in writing, County will use or provide
equipment compadble with the Services and Service Provider’s network and facilites. County
will bear the cost of any additional protective apparatus reasonably required to be installed
because of the use of Service Provider’s netwotk or facilities by County, lessees or assignees.

2. Minimum Hardware Requirements. Intel or AMD dual cote processor (ot newer) that
supports SSE2. 1GB of RAM. 500MB of hatd drive space.

3. Operating System and Browsers. Windows XP, Windows Vista, Windows 7 or newer, Mac
OS§ X 10.5, Mac OSX 10.6, Mac OS X 10.7 or newer. Firefox 6 or newer. Internet Explorer 8 or

ncwer.

4. Line Bandwidth. For each County user connecting over a given line there must be at least
20kbps of bandwidth available for thé user. This means thatif a given County site has 20 users,
there would need to be at least 400kbps of bandwidth available to access Services. Although
Service Provider recommends a dedicated line, be sure to take into account any othet traffic that
may be using the same connection. Other traffic would include that used by email, web access,
and web serving.

5. Performance. County acknowledges that the minimum systemn requitement may result in
minimurm system performance. Service Provider will not be responsible for unreliable or low
performance (in excess of 80 milliseconds response titme) resulting from County technological
infrastructure.
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6. Non-Interference with Maintenance and Upgrading of Facilities and Resources. County
use of the Services provided herein and any equipment associated therewith will not interfere
with or impair services over Service Providet’s netwotk or facilities.

//

//
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//
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EXHIBIT B-2 (revised)

INSURANCE REQUIREMENTS FOR
STANDARD CONTRACTS ABOVE $100.000

Indemnity

The Contractor shall indemnify, defend, and hold harmless the County of Santa Clara (hereinafter
"County"), its officers, agents and employees from any claim, liability, loss, njury or damage
arising out of, or in connection with, performance of this Agreement by Contractor and/or its agents,
employees or sub-contractors, excepting only loss, injury or damage caused by the sole negligence
or willful misconduct of personnel employed by the County. It is the intent of the parties to this
Agreement to provide the broadest possible coverage for the County. The Contractor shall
reimburse the County for all costs, attorneys’ fees, expenses and liabilities incurred with respect to
any litigation in which the Contractor is obligated to indemnify, defend and hold harmless the
County under this Agreement.

Insurance

Without limiting the Contractor's indemnification of the County, the Contractor shall provide and
maintain at its own expense, during the term of this Agreement, or as may be further required
herein, the following insurance coverages and provisions:

A_ Evidence of Coverage

Prior to commencement of this Agreement, the Contractor shall provide a Certificate of
Insurance certifying that coverage as required herein has been obtained. Individual
endorsements executed by the insurance carrier shall accompany the certificate. In addition,
a certified copy of the policy or policies shall be provided by the Contractor upon request.

This verification of coverage shall be sent to the requesting County department, unless
otherwise directed. The Contractor shall not receive a Notice to Proceed with the work
under the Agreement until it has obtained all insurance required and such insurance has been
approved by the County. This approval of insurance shall neither relieve nor decrease the
liability of the Contractor.

B. Qualifying Insurers

All coverages, except surety, shall be issued by companies which hold a current policy
holder's alphabetic and financial size category rating of not less than A~ V, according to the
current Best's Key Rating Guide or a company of equal financial stability that is approved
by the County's Insurance Manager.

C. Notice of Cancellation
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EXHIBIT B-2 (revised)

All coverage as required herein shall not be canceled or changed so as to no longer meet
the specified County insurance requirements without 30 days' prior written notice of such
cancellation or change being delivered to the County of Santa Clara or their designated
agent.

D. Insurance Required

1. Commercial General Liability Insurance - for bodily injury (including death) and
property damage which provides limits as follows:

a. Bach occurrence - $1,000,000
b. General aggregate - $2,000,000
c. Products/Completed Operations aggregate - $2,000,000

d. Personal Injury - $1,000,000

2. General liability coverage shall include:

a. Premises and Operations
b. Products/Completed

c. Personal Injury liability

d. Severability of interest

3. General liabilitv coverage shall include the following endorsement. a copv of which
shall be provided to the County:

Additional Insured Endorsement, which shall read:

“County of Santa Clara, and members of the Board of Supervisors
of the County of Santa Clara, and the officers, agents, and
employees of the County of Santa Clara, individually and
collectively, as additional insureds.”

Insurance afforded by the additional insured endorsement shall apply as primary
insurance, and other insurance maintained by the County of Santa Clara, its
officers, agents, and employees shall be excess only and not contributing with
insurance provided under this policy. Public Entities may also be added to the
additional insured endorsement as applicable and the contractor shall be noftified by
the contracting department of these requirements.

Rev. 4/2002 2



EXHIBIT B-2 (revised)

Automobile Liabilitv Insurance

For bodily injury (including death) and property damage which provides total limits
of not less than one million dollars ($1,000,000) combined single limit per
occurrence applicable to all owned, non-owned and hired vehicles.

Aircraft/Watercraft Liabilitv Insurance (Required if Contractor or any of its agents
or subcontractors will operate aircraft or watercraft in the scope of the Agreement)

For bodily injuwry (including death) and property damage which provides total limits
of not less than one million dollars ($1,000,000) combined single limit per
occurrence applicable to all owned, non-owned and hired aircraft/watercraft.

Workers' Compensation and Emplover's Liability Insurance

a. Statutory California Workers' Compensation coverage including broad form
all-states coverage.

b. Employer's Liability coverage for not less than one million dollars
($1,000,000) per occurrence.

E. Special Provisions

The following provisions shall apply to this Agreement:

1.

Rev. 4/2002

The foregoing requirements as to the types and limits of insurance coverage to be
maintained by the Contractor and any approval of said insurance by the County or
its insurance consultant(s) are not intended to and shall not in any manner limit or
qualify the liabilities and obligations otherwise assumed by the Contractor pursuant
to this Agreement, including but not limited to the provisions conceming
indemnification.

The County acknowledges that some insurance requirements contained in this
Agreement may be fulfilled by self-insurance on the part of the Contractor.
However, this shall not in any way limit liabilities assumed by the Contractor under
this Agreement. Any self-insurance shall be approved in writing by the County
upon satisfactory evidence of financial capacity. Contractors obligation hereunder
may be satisfied in whole or in part by adequately funded self-insurance programs
or self- insurance retentions.

Should any of the work under this Agreement be sublet, the Contractor shall require
each of its subcontractors of any tier to carry the aforementioned coverages, or
Contractor may insure subcontractors under its own policies.
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EXHIBIT B-2 (revised)

4. The County reserves the right to withhold payments to the Contractor in the event
of material noncompliance with the insurance requirements outlined above.

F. Fidelity Bonds (Required only if contractor will be receiving advanced funds or payments)

Before receiving compensation under this Agreement, Contractor will furnish County with
evidence that all officials, employees, and agents handling or having access to funds
received or disbursed under this Agreement, or authorized to sign or countersign checks,
are covered by a BLANKET FIDELITY BOND in an amount of AT LEAST fifteen
percent (15%) of the maximum financial obligation of the County cited herein. If such
bond is canceled or reduced, Contractor will notify County immediately, and County may
withhold further payment to Contractor unti proper coverage has been obtained. Failure to
give such notice may be cause for termination of this Agreement, at the option of County.

Rev. 4/2002 4



EXHIBIT C: BUSINESS ASSOCIATE AGREEMENT

WHEREAS, County of Santa Clara (“County” or “Covered Entity”) is a Covered Entity, as
defined below, and wishes to disclose certain Protected Health Information (“PHI”) to “Business
Associate” pursuant to the terms of the Agreement and this Business Associate Agreement
(“BAA™); and

WHEREAS, the County is a hybrid entity pursuant to the Health Insurance Portability and
Accountability Act of 1996 (“HIPAA™) performing both covered and non-covered functions; and

WHEREAS, the Santa Clara Valley Health and Hospital System, which is part of the
County is comprised of multiple County Departments, including Valley Medical Center and Clinics
(“VMC), the County Mental Health Department (“MHD”), the County Department of Alcohol and
Drug Services (“DADS”), the County Public Health Department (“PHD™) and the County Custody
Health Services (“Custody Health™) and County Valley Health Plan (“VHP”), all of which are
“Covered Entities” under the Health Iosurance Portability and Accountability Act of 1996, Public
Law 104-191 (“HIPAA™); and

WHEREAS, the Covered Entity and Business Associate are “qualified service
organizations™ or “QSO” within the meaning of the federal law governing Confidentiality of
Alcohol and Drug Abuse Patient Records and its implementing regulations, 42 Code of Federal
Regulations (“C.F.R.”) Part 2; and

WHEREAS, the Covered Entity and Business Associate intend to protect the privacy and
provide for the security of PHI used and disclosed pursuant to this BAA in compliance with
HIPAA, the Health Information Technology for Economic and Clinical Health Act, Public Law
111-005 (“the HITECH Act”), and regulations promulgated thereunder by the U.S. Department of
Health and Human Services (the “HIPAA Regulations™), Califomia Welfare & Institutions Code
5328,42 U.S.C. Section 290dd-2, 42 C.F.R part 2, California Confidentiality of Medical
Information Act Civil Code Section 56, California Health & Safety Code 1280.15, and other
applicable laws; and to the extent the Business Associate is to carry out the covered entity’s
obligation under the Privacy Rule, the Business Associate must comply with the requirements of
the Privacy Rule that apply to the covered entity in the performance of such obligation.

WHEREAS, part of the HIPAA Regulations, the Privacy Rule and the Security Rule
{defined below) require Covered Entities to enter into a contract containing specific requirements
with any Business Associate prior to the disclosure of PHI, as set forth in, but not limited to, Title
45, Sections 164.314(a), 164.502(e) and 164.504(e) of the Code of Federal Regulations (“C.F.R.”)
and contained in this BAA.

NOW, THEREFORE, in consideration of the mutual promises below and the exchange of
information pursuant to the BAA, the parties agree as follows:

L Definitions
Terms used, but not otherwise defined, and terms with initial capital letters in the BAA have

the same meaning as defined under the Health Insurance Portability and Accountability Act of 1996,
Public Law 104-191, the Health Information Technology for Economic and Clinical Health
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Act, Public Law 111-005, and regulations promulgated thereunder by the U.S. Department of
Health and Human Services (the “HIPAA Regulations™) and other applicable laws.

Privacy Breach Any acquisition, access, use or disclosure of Protected Health Information
in a manner not permitted or allowed under state or federal privacy laws.

Business Associate is a person, organization, or agency other than a workforce member that
provides specific functions, activities, or services that involve the use, creation, or disclosure of PHI
for, or on behalf of, a HIPAA covered health care component. Examples of business associate
functions are activities such as claims processing or administration, data analysis, utilization review,
quality assurance, billing, benefit management, practice management, repricing; and legal, actuarial,
accounting, consulting, data aggregation, management, administrative, accreditation, or financial
services.

Covered Entity shall have the meaning given to such tenm under the Privacy Rule and the
Security Rule, including, but not limited to, 45 C.F.R. Section 160.103.

Designated Record Set shall have the meaning given to such term under the Privacy Rule,
including, but not limited to, 45 C.F.R. Section 164.501.

Electronic Protected Health Information means Protected Health Information that is
maintained in or transmitted by electronic media.

Electronic Health Record shall have the meaning given to such term in the HITECH Act,
including, but not limited to, 42 U.S.C. Section 17921.

Health Care Operations shall have the meaning given to such term under the Privacy Rule,
including, but not limited to, 45 C.F.R. Section 164.501.

Privacy Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and
164, Subparts A and E.

Protected Health Information or PHI means any information, whether oral or recorded in
any form or medium: (i) that relates to the past, present or future physical or mental condition of an
Individual; the provision of health care to an Individual; or the past, present or future payment for
the provision of health care to an Individual; and (ii) that identifies the Individual or with respect to
which there is a reasonable basis to believe the information can be used to identify the Individual,
and shall have the meaning given to such term under the Privacy Rule, including, but not limited to,
45 C.F.R. Section 160.103. Protected Health Information includes Electronic Protected Health
Information [45 C.F R. Sections 160.303, 164.501].

Protected Information shall mean PHI provided by Covered Entity to Business Associates
or created or received by Business Associates on Covered Entity’s behalf.

Security Rule shall mean the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and
164, Subparts A and C.
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Unsecured PHI shall have the meaning given to such term under the HITECH Act and any
guidance issued pursuant to such Act including, but not limited to, 42 U.S.C. Section 17932(h)(1)
and 45 C.F.R. 164.402.

II. Duties & Responsibilities of Business Associates

a. Permitted Uses. Business Associate shall use Protected Information only for the
purpose of performing Business Associate’s obligations under the Contract and as permitted or
required under the Contract or Addendum, or as required by law.

Further, Business Associate shall not use Protected Information in any manner that would
constitute a violation of the Privacy Rule, Welfare & Institutions Code Section 5328, 42 C.F.R.
Part 2, or the HITECH Act, if so used by Covered Entity. However, Business Associate may use
Protected Information (i) for the proper management and administration of Business Associate, (ii)
to carry out the legal responsibilities of Business Associate, or (iii) for Data Aggregation purposes
for the Health Care Operations of Covered Entity. [45 C.F.R. Sections 164.502(a)(3),
164.504(e)(2)(ii)(A) and 164.504(e)(4)(D)].

b. Permitted Disclosures. Business Associate shall not disclose Protected Information
except for the purpose of performing Business Associate’s obligations under the Agreement and as
permitted under the Agreement and this BAA. Business Associate shall not disclose Protected
Information in any manner that would constitute a violation of the Privacy Rule, 42 C.F R., Welfare
& Institutions Code Section 5328, or the HITECH Act if so disclosed by Covered Entity. However,
Business Associates may disclose Protected Information (i) for the proper management and
administration of Business Associate; (ii) to carry out the legal responsibilities of Business
Associate; (iii) as required by law; or (iv) for Data Aggregation purposes for the Health Care
Operations of Covered Entity. If Business Associate discloses Protected Information obtained
pursuant to the Agreement and this BAA to a third party, Business Associate must obtain, prior to
making any such disclosure, (i) reasonable written assurances from such third party that such
Protected Information will be held confidential as provided pursuant to this BAA and only disclosed
as required by law or for the purposes for which it was disclosed to such third party, and (ii) a
written agreement from such third party to immediately notify Business Associate of any Breaches of
confidentiality of the Protected Information within twenty-four (24) hours of discovery, to the
extent it has obtained knowledge of such Breach. [42 U.S.C. Section 17932; 45 C.F.R. Sections
164.504(e)(2)(1)-(ii}(A) and 164.504(e)(4)(ii)]-

c. Prohibited Uses and Disclosures. Business Associate shall not use or disclose
Protected Information for fundraising or marketing purposes. [42 U.S.C. Section 17936(a) and 45
C.F.R. 164.501]. Business Associate shall not disclose Protected Information to a health plan for
payment or health care operations purposes if the Individual has requested this special restriction,
and has paid out of pocket in full for the health care item or service to which the PHI solely relates.
[42 U.S.C. Section 17935(2); 45 C.F R. Section 164.502(a)(5)(11)]. Business Associate shall not
directly or indirectly receive remuneration in exchange for Protected Information, except with the
prior written consent of Covered Entity and as permitted by the HITECH Act. [42 U.S.C. Section
17935(d)2)]. This prohibition shall not affect payment by Covered Entity to Business Associate
for services provided pursuant to the Agreement.

d. Appropriate Safeguards. Business Associate shall implement appropriate
administrative, technological and physical safeguards as are necessary to prevent the use or
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disclosure of Protected Information other than as permitted by this BAA that reasonably and
appropriately protect the confidentiality, integrity and availability of the Protected Information, and
comply, where applicable, with the HIPAA Security Rule with respect to Electronic PHI.

€. Reporting of Improper Access, Use or Disclosure. Consistent with Section (h)(4)
of this agreement, Business Associate shall notify Covered Entity within twenty — four (24) hours of
any suspected or actual breach of Protected Information; any use or disclosure of Protected
Information not permitted by the Contract or Addendum; any security incident (i.e. any attempted or
successful unauthorized access, use, disclosure, modification, or destruction of information or
interference with system operations in any information system) related to Protected Information,
and any actual or suspected use or disclosure of data in violation of any applicable federal or state
laws by Business Associate or its agents or subcontractors.

Business Associate shall report to SCVHHS Compliance & Privacy Officer in writing any
access, use or disclosure of Protected Information not permitted by the Agreement and this BAA.
As set forth below, [42 U.S.C. Section 17921; 45 C.F R. Section 164.504(¢e) (2) (i) (C); 45 C.F.R.
Section 164.308(b); California Health & Safety Code 1280.15, California Confidentiality of
Medical Information Act 56.10, California Welfare & Institutions 5328].

Compliance & Privacy Officer

Santa Clara Valley Health & Hospital System
2325 Enborg Lane, Suite 240

San Jose, California 95128

Facsimile: (408) 885-6886

Telephone: (408) 885-3794

The Breach notice must contain: (1) a brief description of what happened, including the date
of the Breach and the date of the discovery of the Breach, if known; (2) the location of the breached
information; (3) the unauthorized person who used the PHI or to whom the disclosure was made;

(4) whether the PHI was actually acquired or viewed; (5) a description of the types of PHI that were
involved in the Breach; (6) safeguards in place prior to the Breach; (7) actions taken in response to
the Breach; (8) any steps Individuals should take to protect themselves from potential hanm
resulting from the Breach; (9) a brief description of what the business associate is doing to
investigate the Breach, to mitigate harm to Individuals, and to protect against further Breaches; and
(10) contact procedures for Individuals to ask questions or learn additional information, which shall
include a toll-free telephone number, an e-mail address, website or postal address. [45 C.F.R.
Sections 164.410(c) and 164.404(c)]. Business Associate shall take any action pertaining to such
unauthorized disclosure required by applicable federal and state laws and regulations. Business
Associate shall otherwise comply with 45 C.F.R. Section 164.410 with respect to reporting
Breaches of Unsecured PHI. [42 U.S.C. Section 17921; 45 C.F.R. Section 164.504(e)(2)(ii}(C); 45
C.F.R. Section 165.308(b)]}

f. Business Associate’s Agents and Subcontractors. Business Associate shall ensure
that any agents or subcontractors, to whom it provides Protected Information, agree in writing to the
same restrictions and conditions that apply to Business Associate with respect to such PHI and
implement the safeguards required by paragraph (II) d above with respect to Electronic PHI. [45
C.F.R. Sections 164.502(e)(1)(ii), 164.504(e)(2)(ii)(D)and 164.308(b)]. If Business Associate
knows of a pattern of activity or practice of an agent or subcontractor that constitutes a material

4 0f 9 Business Associate Agreement — Bitfocus, Inc



breach of violation of an agent or subcontractor’s obligations under the Contract or Addendum or
other arrangement, the Business Associate must take reasonable steps to cure the breach or end the
violation. Ifthese steps are unsuccessful, Business Associate shall terminate the contract or
arrangement with agent or subcontractor, if feasible. [45 C.F.R. Section 164.504(e)(1)(iii)].
Business Associate shall provide written notification to Covered Entity of any pattern of activity or
practice of a subcontractor or agent that Business Associate believes constitutes a material breach or
violation of the agent or subcontractor’s obligations under the Contract or Addendum or other
arrangement with twenty four (24) hours of discovery and shall meet with Covered Entity to discuss
and attempt to resolve the problem as one of the reasonable steps to cure the breach or end the
violation.

The Business Associate shall implement and maintain sanctions against agents and
subcontractors that violate such restrictions and conditions and shall mitigate the effects of any such
violation.

g. Access to Protected Information. Business Associate shall make Protected
Information maintained by Business Associate or its agents or subcontractors in Designated Record
Sets available to Covered Entity for inspection and copying within ten (10) days of a request by
Covered Entity to enable Covered Entity to fulfill its obligations under the Privacy Rule, including,
but not limited to, 45 C.F.R. Section 164.524. [45 CF R. Section 164.504(¢)(2)(ii) (E); 42 C.F.R.
part 2 and Welfare & Institutions Code Section 5328]. If Business Associate maintains an
Electronic Health Record, Business Associates shall provide such information in electronic format
to enable Covered Entity to fulfill its obligations under the HITECH Act, including, but not limited
to, 42 U.S.C. Section 17935(e)(1). If any Individual requests access to PHI directly from Business
Associate or its agents or subcontractors, Business Associate shall notify Covered Entity in writing
within five (5) days of the request.

h. Electronic PHI. If Business Associate receives, creates, transmits or maintains
Electronic PHI on behalf of Covered Entity, Business Associates will, in addition, do the following:

)] Develop, implement, maintain and use appropriate administrative, physical, and
technical safeguards in compliance with Section 1173(d) of the Social Security Act,
Title 42, Section 1320(s) or the United States Code and Title 45, Part 162 and 164 of
CFR to preserve the integrity and confidentiality of all electronically maintained or
transmitted PHI received from or on behalf of Covered Entity.

) Document and keep these security measures current and available for inspection by
Covered Entity.

3) Ensure that any agent, including a subcontractor, to whom the Business Associate
provides Electronic PHI, agrees to implement reasonable and appropriate safeguards
to protect it. Agencies which the County has designated as HMIS service providers
are not agents or subcontractors of Contractor for purposes of this provision.

“) Report to the Covered Entity any Security Incident of which it becomes aware. For
the purposes of this BAA and the Agreement, Security Incident means, as set forth in
45 C.F.R. Section 164.304, “the attempted or successful unauthorized access, use,
disclosure, modification, or destruction of information or interference with system
operations in an information system.” Security incident shall not include, (a)
unsuccessful attempts to penetrate computer networks or servers maintained by
Business Associate, or (b) immaterial incidents that occur on a routine basis, such as
general “pinging” or “denial of service” attacks.
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i Amendment of PHI. Within ten (10) days of receipt of a request from Covered
Entity for an amendment of Protected Information or a record about an individual contained in a
Designated Record Set, Business Associate or its agents or subcontractors shall make such
Protected Information available to Covered Entity for amendment and incorporate any such
amendment to enable Covered Entity to fulfill its obligations under the Privacy Rule. If any
Individual requests an amendment of Protected Information directly from Business Associate or its
agents or subcontractors, Business Associate must notify Covered Entity in writing within five (5)
days of the request. Any approval or denial of amendment of Protected Information maintained by
Business Associate or its agents or subcontractors shall be'the responsibility of Covered Entity.

- Accounting Rights. Business Associate agrees to document such disclosures of PHI
and information related to such disclosures as would be required for Covered Entity to respond to a
request by an Individual for an accounting of disclosures of PHI in accordance with Privacy Rule
and the HITECH Act. [42 U.S.C. Section 17935(c) and 45 C.FR. Section 164.528]. Business
Associate agrees to implement a process that allows for an accounting of disclosures to be collected
and maintained by Business Associate and its agents or subcontractors for at least six (6) years prior
to the request. Accounting of disclosures from an Electronic Health Record for treatment, payment
or health care operations purposes are required to be collected and maintained for three (3) years
prior to the request, and only to the extent Business Associate maintains an electronic health record
and is subject to this requirement.

At a minimum, the information coliected and maintained shall include: (i) the date of
disclosure; (i1) the name of the entity or person who received Protected Information and, if known,
the address of the entity or person; (iii) a brief description of Protected Information disclosed and
(iv) a brief statement of purpose of the disclosure that reasonably informs the Individual of the basis
for the disclosure, or a copy of the Individual’s authorization, or a copy of the written request for
disclosure. [45 C.F.R. Section 164.528(b)]. In the event that the request for an accounting is
delivered directly to Business Associate or its agents or subcontractors, Business Associate shall
forward it to Covered Entity in writing within five (5) days of the request. It shall be Covered
Entity’s responsibility to prepare and deliver any such accounting requested. Business Associate
shall not disclose any Protected Information except as set forth in the Agreement and this BAA.

k. Governmental Access to Records. Business Associate shall make its internal
practices, books and records relating to the use and disclosure of Protected Information available to
Covered Entity and to the Secretary of the U.S. Department of Health and Human Services (the
“Secretary”) for purposes of determining Business Associate’s compliance with the Privacy Rule
[45 C.F.R. Section 165.504(e)(2)(ii)(I). Business Associate shall concurrently provide to Covered
Entity a copy of any internal practices, books, and records relating the use and disclosure of PHI
that Business Associate provides to the Secretary.

1 Minimum Necessary. Business Associate and its agents or subcontractors shall
request, use and disclose only the minimum amount of Protected Information reasonably necessary
to accomplish the purpose of the request, use, or disclosure in accordance with 42 U.S.C. Section
17935(b). Business Associate understands and agrees that the definition of “minimum necessary” is
defined in HIPAA and may be modified by the Secretary. Each party has an obligation to keep itself
informed of guidance issued by the Secretary with respect to what constitutes “minimum necessary.”
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m. Adherence to the Requirements of 42 C.F.R. Business Associate acknowledges
that in receiving, transmitting, transporting, storing, processing or otherwise dealing with patient
records and information in connection with providing drug testing services to patients covered by
SCVHHS under this Agreement and BAA, it is fully bound by the regulations governing
confidentiality of alcohol and drug abuse patient records, 42 C.F.R. Section 2.1, et seq.., and
HIPAA, and may not use or disclose the information except as permitted or required by this BAA or
applicable law.

é
n. Resist Efforts in Judicial Procedures. Business Associates agree to resist any
efforts in judicial proceedings to obtain access to the protected information except as expressly
provided for in the regulations goveming the Confidentiality of Alcohol and Drug Abuse Records,
42 CFR.Part2.

0. Data Ownership. Business Associate acknowledges that Business Associate has no
ownership rights with respect to the Protected Information governed by this BAA, and all rights,
interests, and title remain vested in the County at all times.

p- Warranties and Disclosures. Business Associate assumes risk for any and all use of
PHI, excluding the use of PHI by County designated HMIS services providers to collect self-
reported data. SCVHHS assumes no liability or responsibility for any errors or omissions in, or
reliance upon, the PHI, including, but not limited to information electronic systems. SCVHHS
makes no representations or warranties of any Kind, express or implied, including but not limited to:
accuracy, completeness, or availability of content, non-infringement, merchantability or fitness for a
particular use or purpose, the fullest extent of the law. SCVHHS does not warrant that PHI is free
of viruses or other harmful components or that service will be uninterrupted or error-free, or that
defects will be corrected.

q. Audits, Inspection and Enforcement. Within ten (10) days of a written request by
Covered Entity, Business Associate and its agents or subcontractors shall atlow Covered Entity to
conduct a reasonable inspection of the facilities, systems, books, records, agreements, policies and
procedures relating to the use or disclosure of Protected Information pursuant to this BAA for the
purpose of determining whether Business Associate has complied with this BAA; provided,
however, that (i} Business Associate and Covered Entity shall mutually agree in advance upon the
scope, timing and location of such an inspection, (ii) Covered Entity shall protect the confidentiality
of all confidential and proprietary information of Business Associate to which Covered Entity has
access during the course of such inspection; and (iii) Covered Entity shall execute a nondisclosure
agreement, upon terms mutually agreed upon by the parties, if requested by Business Associate.

The fact that Covered Entity inspects, or fails to inspect, or has the right to inspect, Business
Associate’s facilities, systems, books, records, agreements, policies and procedures does not relieve
Business Associate of its responsibility to comply with the BAA, nor does Covered Entitys (i)
failure to detect or (ii) detection, but failure to notify Business Associate or require Business
Associate’s remediation of any unsatisfactory practices, constitute acceptance of such practice or a
waiver of Covered Entity’s enforcement rights under the Agreement or BAA, Business Associate
shall notify Covered Entity within five (5) days of learing that Business Associate has become the
subject of an audit, compliance review, or complaint investigation by the Office for Civil Rights.
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III. Termination

a. Material Breach. A Breach by Business Associate of any provision of this BAA
shall constitute a material Breach of the Agreement and shall provide grounds for immediate
termination of the Agreement, any provision in the Agreement to the contrary notwithstanding. [45
C.FR. Section 164.504(e)(2)(iii)].

b. Judicial or Administrative Proceedings. Covered Entity may terminate the
Agreement, effective immediately, if (i) Business Associate is named as a defendant in a criminal
proceeding for a violation of HIPAA, the HITECH Act, 42 C.F.R. Part 2, the HIPAA Regulations
or other security or privacy laws or (ii) a finding or stipulation that the Business Associate has
violated any standard or requirement of HIPAA, the HITECH Act, 42 C.F R. Part 2, the HIPAA
Regulations or other security or privacy laws is made in any administrative or civil proceeding in
which the party has been joined.

c. Effect of Termination. Upon termination of the Agreement for any reason,
Business Associate shall, at the option of Covered Entity, return or destroy all Protected
Information that Business Associate or its agents or subcontractors still maintain in any form, and
shall retain no copies of such Protected Information. If return or destruction is not feasible,
Business Associate shall continue to extend the protections of Section 2 of the BAA to such
information, and limit further use of such PHI to those purposes that make the return or destruction
of such PHI infeasible. [45 C.F.R. Section 164.504(e) (ii}(2)(1)]. If County elects destruction of the
PHI, Business Associate shall certify in writing to County that such PHI has been destroyed.

Iv. General Provisions

a. Indemnification. In addition to the indemnification language in the Agreement,
Business Associate agrees to be responsible for, and defend, indemnify and hold harmless the
Covered Entity for any Breach of Business Associate’s privacy or security obligations under the
Agreement, including any fines, penalties and assessments that may be made against Covered Entity
or the Business Associate for any privacy breaches or late reporting and agrees to pay the cost of
and notice for any credit monitoring services.

b. Disclaimer. Covered Entity makes no warranty or representation that compliance by
Business Associate with this BAA, HIPAA, the HITECH Act, or the HIPAA Regulations will be
adequate or satisfactory for Business Associate’s own purposes. Business Associate is solely
responsible for all decisions made by Business Associate regarding the use and safeguarding of
PHIL.

c. Amendment to Comply with Law. The parties acknowledge that state and federal
laws relating to data security and privacy are rapidly evolving and that amendment of the
Agreement or BAA may be required to provide for procedures to ensure compliance with such
developments. The parties specifically agree to take such action as is necessary to implement the
standards and requirements of HIPAA, the HITECH Act, the Privacy Rule, the Security Rule and
other applicable California laws relating to the security or confidentiality of PHI.

d. Upon the request of any party, the other party agrees to promptly enter into
negotiations concerning the terms of an amendment to the BAA embodying written assurances
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consistent with the standards and requirements of HIPAA, the HITECH Act, the Privacy Rule, the
Security Rule and other applicable California laws relating to the security or confidentiality of PHI.

Covered Entity may terminate Contract upon thirty (30) days written notice in the event 1)
Business Associate does not promptly enter into negotiations to amend the Contract or Addendum
when requested by Covered Entity pursuant to this section or (ii) Business Associate does not enter
into an amendment to the Contract or Addendum providing assurances regarding the safeguarding
of PHI that Covered Entity, in its sole discretion, deems sufficient to satisfy the standards and
requirements of applicable laws.

e. Assistance in Litigation of Administrative Proceedings. Business associate shall
notify Covered Entity within forty-eight (48) hours of any litigation or administrative proceedings
commenced against Business Associate or its agents or subcontractors. Business Associate shall
make itself, and any subcontractors, employees or agents assisting Business Associate in the
performance of its obligations under the Agreement or BAA, available to Covered Entity, at no cost
to Covered Entity, to testify as witnesses, or otherwise, in the event of litigation or administrative
proceedings being commenced against Covered Entity, its directors, officers or employees based
upon a claimed violation of HIPAA, the HITECH Act, the Privacy Rule, the Security Rule, or other
laws relating to security and privacy, except where Business Associate or its subcontractor,
employee or agent is named as an adverse party.

f. No Third-Party Beneficiaries. Nothing express or implied in the Agreement or this
BAA is intended to confer, nor shall anything herein confer, upon any person other than Covered
Entities, Business Associate and their respective successors or assigns, any rights, remedies,
obligations or liabilities whatsoever. ’

g. Effect on Agreement. Except as specifically required to implement the purposes of
the BAA, or to the extent inconsistert with this BAA, all other terms of the Agreement shall remain
in force and effect.

h. Interpretation. The BAA shall be interpreted as broadly as necessary to implement
and comply with HIPAA, the HITECH Act, the Privacy Rule and the Security Rule. The parties
agree that any ambiguity in this BAA shall be resolved in favor of a meaning that complies and is
consistent with HIPAA, the HITECH Act, 42 Code of Federal Regulations (“C.F.R.”) Part 2, the
Privacy Rule and the Security Rule and other applicable California laws relating to the security or
confidentiality of PHI.

i Governing Law, Venue. This agreement has been executed and delivered in, and
shall be construed and enforced in accordance with, the laws of the State of California. Proper

venue for legal action regarding this Agreement shall be in the County of Santa Clara.

i- Sarvivership. The respective rights and responsibilities of Business Associate
related to the handling of PHI survive termination of this Agreement.
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